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Chapter 1 
Access control 



Access control 

Elements Role-Based Access Control (RBAC) is the access management system for WithSecure Elements 
Security Center, controlling who can access the portal, what actions they can perform, and which organizational 
resources they can manage. 

Elements RBAC is a new access control approach under Management > Access Control. For standard user 
and access control configuration, see the User management chapter. 

Elements RBAC implements an industry-standard role-based access control model that links three components: 

Who gets access (a security administrator or a security group). Subject 

What permissions are granted (a set of allowed actions, such as can manage users 
or can view vulnerability reports). 

Role 

Where the permissions apply (always an organization in Elements). Resource 

Elements RBAC supports a multi-tenant architecture in which three parties interact: 

• WithSecure develops and maintains the Elements Security Center platform. 

• Partners, typically Managed Service Providers (MSPs), resell WithSecure Elements and provide security 
services to multiple customers. 

• Companies are end customers that use Elements to protect their IT infrastructure. 

Elements RBAC addresses the unique challenges of the partner-customer model by allowing partners to manage 
hundreds of customer environments efficiently while maintaining strict security boundaries between them. 
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Chapter 2 
Core concepts 
Topics: 

• The partner-company business model 
• The subject-role-resource model 
• What is an organization 
• What is a security administrator 
• What is a security group 
• What is a role 
• What is a role assignment 



Core concepts 

Elements RBAC builds on a small set of core concepts: organizations, security administrators, security groups, 
roles, and role assignments. 

These topics define the building blocks of Elements RBAC. Read them in order the first time, then return to them 
as a reference when you set up your environment or troubleshoot access. 

2.1 The partner-company business model 

Elements RBAC is designed around a three-party business model that allows partners to manage many 
customer Companies while keeping each customer isolated from the others. 

Elements RBAC reflects the structure of WithSecure's business: a security platform delivered by a vendor, 
offered to customers through partners that provide managed services. This shapes the way access is 
granted, restricted, and inherited across organizations. 

The three parties 

Develops and maintains the Elements Security Center platform. WithSecure 

Typically Managed Service Providers (MSPs). Partners resell WithSecure Elements 
subscriptions to end customers and provide managed security services. They monitor 

Partners 

and respond to security events, and manage multiple customer environments from 
a single interface. 

The end customers. Companies purchase Elements either through a partner or 
directly from WithSecure and use the platform to protect their IT infrastructure. 
Companies operate in isolation from other customers. 

Companies 

Architectural principles 

Three principles shape how Elements RBAC supports this business model: 

A single Elements deployment serves thousands of isolated customer 
Companies. Each Company operates as if it were the only tenant on the platform. 

Multi-tenancy 

Partners see and manage all their customer Companies from a single interface, 
switching between organizations through the Scope Selector. This makes it 
practical to manage hundreds of customer environments from one console. 

Partner visibility 

Each Company is invisible to every other Company. A Company also cannot 
see the partner's internal structure, the partner's other customers, or the partner's 
internal users. 

Customer isolation 

What this architecture delivers 

Partners manage hundreds of customers from one platform. Scalability 

Organizational boundaries prevent cross-tenant data access. Security 

Each Company experiences a single-tenant view. Simplicity 
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2.2 The subject-role-resource model 

Elements RBAC follows the industry-standard subject-role-resource model: every grant of access combines 
a subject (who), a role (what), and a resource (where). 

Access in Elements is never expressed as a property of a single security administrator or a single 
organization on its own. Instead, every grant of access links three components together: 

The entity that receives permissions. A subject is either: Subject: who gets access 

An individual person with an account in the 
Elements portal. 

A security administrator 

A collection of security administrators that 
share the same permissions. 

A security group 

A defined set of low-level permissions describing which actions are allowed. 
Roles are not job titles. They are specific capability sets such as Identity 

Role: what permissions 
are granted 

and Access Management (IAM) Administrator, Vulnerability 
Management: Reading, or Elements Editing All. A role only grants 
permissions; it never denies them. 

An organization in Elements RBAC. The resource defines the scope of the 
access (for example, the entire partner hierarchy, a single Service Partner, 
or a specific Company). 

Resource: where the 
permissions apply 

The three components combine in a role assignment 

A role assignment is the operation that links subject, role, and resource, and is the only way to grant access 
in Elements RBAC. For example: 

[Subject: alice@partner.com] + [Role: IAM Administrator] + [Resource: Acme Corp]
= Alice can manage security administrators in the Acme Corp organization
       

Every permission a security administrator has in Elements comes from a role assignment. 

2.3 What is an organization 

An organization is the fundamental container in Elements RBAC, holding security administrators, security 
groups, and role assignments. 

An organization is the foundational building block of Elements RBAC. Every security administrator, security 
group, and role assignment belongs to an organization. Organizations also define the scope of access. A 
role assignment specifies which organization the permissions apply to. 

In the subject-role-resource model, an organization is the resource that defines where access applies. 

Why organizations matter 

Organizations are the foundation that allows Elements to serve many customers from one system: 

Organizational boundaries prevent unauthorized cross-tenant access. Security 

One Elements deployment can serve many isolated customer organizations. Multi-tenancy 

Partners can manage hundreds of companies efficiently because each is its 
own organization. 

Scalability 

Company-level Identity and Access Management (IAM) administrators can 
manage access within their organization without seeing other organizations. 

Delegation 
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Data and user management are segregated by organization, supporting 
regulatory requirements. 

Compliance 

2.3.1 Organizational hierarchy and inheritance 
Elements RBAC organizations form a three-level hierarchy in which role assignments at a higher level 
automatically apply to all organizations below. 

The organizational hierarchy has three levels: Solution Provider at the top, Service Partner as a 
recommended middle level, and Company at the bottom. Every partner should create at least one Service 
Partner, even a single one grouping all Companies, because it is the only level from which roles such as 
IAM Administrator, API Key Management, and Audit Log access can be scoped to Companies without also 
granting them across the partner's own internal organization. A Solution Provider can contain Service 
Partners and Companies directly. A Service Partner can contain Companies. A Company cannot contain 
any other organization. 

Solution Provider (Top level - Partner root)
├── Service Partner (Middle level - recommended grouping)
│   ├── Company A
│   ├── Company B
│   └── Company C
└── Service Partner (Another grouping)
    ├── Company D
    └── Company E
     

This hierarchy is the structure that allows partners to manage many customers efficiently while keeping 
permissions and visibility correctly scoped. 

How inheritance works 

Role assignments made at a parent organization automatically apply to all descendant organizations 
through inheritance. Inheritance flows downward only. A role assigned at one organization never grants 
access at higher levels. 

• A role assigned at the Solution Provider level applies to all Service Partners and Companies below it. 

• A role assigned at a Service Partner level applies to all Companies grouped under that Service Partner. 

• A role assigned at a Company level applies only to that Company. 

For example, granting three roles to a partner team at the Solution Provider level creates three role 
assignments that apply across all 100 managed companies, rather than the 300 assignments that would 
be needed without inheritance. When a new Company is added under the partner, it automatically inherits 
these role assignments. No additional configuration is needed for the partner team to have access to the 
new Company. 

Inheritance flows downward only 

A Company never has access to its parent Service Partner or to the Solution Provider, even when it inherits 
role assignments from above. The inheritance relationship grants access to the receiving organization and 
its descendants, never to its ancestors. This is what keeps each Company isolated from the partner's 
internal structure. 

A Company can also opt out of inherited partner access for specific Elements features. 
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2.3.2 Organization types: solution provider, service partner, and 
company 

Elements RBAC has three organization types: Solution Provider, Service Partner, and Company. They 
represent the partner's root organization, recommended groupings of customer companies, and the end 
customer organizations themselves. 

Each organization in Elements RBAC is one of three types. The type determines the organization's position 
in the hierarchy and the operations available within it. 

Solution Provider 

The Solution Provider is the top level of the organizational hierarchy and the root of a partner organization. 
It is the recommended location for all partner security administrators and security groups. They reach 
managed companies through role assignments rather than through membership in those companies. 

Role assignments made at the Solution Provider level automatically inherit to all Service Partners and 
Companies below it. 

Service Partner 

A Service Partner is a recommended middle-level organization that groups related companies under a 
Solution Provider. Even partners with no need for multiple segments should create at least one Service 
Partner and place all companies under it, since this is the only way to restrict roles such as IAM Administrator, 
API Key Management, and Audit Log access to companies rather than the entire partner organization. 
Partner administrators are typically different individuals from the staff who provide administrative support 
within customer companies, so this separation matters even for small, single-team partners. Where useful, 
Service Partners can also segregate access and organize companies into logical clusters, for example: 

• By industry (for example, a Healthcare Service Partner and a Legal Service Partner). 

• By team (for example, Team A Service Partner and Team B Service Partner). 

• By service tier (for example, Premium Service Partner and Standard Service Partner). 

• By geography (for example, an East Service Partner and a West Service Partner). 

Role assignments made at the Service Partner level inherit to all Companies grouped under it. This allows 
a team to be granted access to a defined subset of companies through one role assignment rather than 
many. 

NOTE: 

It is technically possible to add Identity and Access Management (IAM) administrators at the 
Service Partner level. Their visibility is then limited to that Service Partner and the Companies 
below it. This delegation is complex and is not recommended for most partners. The simpler 
pattern is to keep partner IAM administrators at the Solution Provider level and use security 
groups to segregate access. 

Company 

A Company is a customer organization and the bottom level of the hierarchy. A Company is a leaf node. It 
cannot have child organizations beneath it. 

Companies operate in isolation from one another. A Company cannot see other Companies managed by 
the same partner, and Company security administrators can only manage access within their own Company. 

The RBAC experience within a Company is simpler than at the partner level: 
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• The Scope Selector is locked to the Company. There is no other organization to switch to. 

• Role assignments do not require explicit scope selection; the Company is the implicit scope. 

• Security administrators and security groups all belong to the Company. 

2.4 What is a security administrator 

Security administrator and portal user mean the same thing in Elements RBAC: a person who can access 
Elements Security Center. 

In the subject-role-resource model, a security administrator is the subject that receives permissions. An 
email address identifies each security administrator and is their username. The same identity can be used 
throughout Elements, so one person can belong to several organizations. 

NOTE:  In Elements RBAC, security administrators and portal users differ from endpoint users 
and identities protected by Elements. 

2.4.1 Partner and company users 
Elements distinguishes between users who belong to a partner organization and users who belong to a 
customer company, and each type has a different scope of visibility and access. 

Every security administrator in Elements belongs to a single organization. That organization determines 
what the user sees in the portal and what the user can manage. A security administrator works in one of 
two contexts: as a partner user or as a company user. 

Partner users 

Partner users belong to the Solution Provider organization at the top of the partner hierarchy. From there, 
they can see and manage the customer companies that the partner is responsible for. 

A partner user typically has access to multiple companies and switches between them in the Scope 
Selector. The access itself comes from role assignments. These assignments can target individual 
companies or Service Partners, or they can be made at the Solution Provider and inherited down the 
hierarchy to all managed companies. 

IMPORTANT: 

Partner users must not be added to customer companies as members. Access to a company 
should be granted through role assignments instead. This keeps partner users invisible to 
company administrators and preserves the boundary between the partner and its customers. 

Company users 

Company users belong to a specific customer company. They see only that company in the Scope Selector 
and cannot switch to any other organization. 

The experience for a company user is simpler than for a partner user. The user works within one organization, 
one set of security groups, and one place where roles are assigned. Company Identity and Access 
Management (IAM) administrators manage other company users inside the same company organization. 

Partner users can operate inside the company organization through role assignments, but they remain 
invisible to company administrators because they are not company members. 
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Comparison 
Table 1: Partner users compared to company users 

Company user Partner user Attribute 

The specific customer company Solution Provider Home organization 

The home company only The Solution Provider, any Service 
Partners, and the managed companies 
the user has access to 

Organizations visible in 
the Scope Selector 

Company IAM administrators, with 
partner IAM administrators assisting 
at setup 

Partner IAM administrators at the 
Solution Provider 

Managed by 

Yes No, when the recommended access 
model is followed 

Visible to company 
administrators 

2.5 What is a security group 

A security group is a container for security administrators who share the same permissions, and the 
recommended way to manage access at scale. 

A security group has two key characteristics: 

• It is a subject in the RBAC model and receives role assignments as does a security administrator. 

• All members of a security group automatically inherit all of the group's role assignments. 

Elements has two types of security groups: 

Created manually in Elements. Can be edited, renamed, or deleted. 
Membership is managed in Elements. 

Locally created groups 

Synced automatically from Microsoft Entra ID through System for 
Cross-domain Identity Management (SCIM). Immutable in Elements. They 

Entra-provisioned groups 

cannot be edited or deleted. Membership is managed exclusively in Entra 
ID. Role assignments are defined in Elements. 

IMPORTANT: 

A security group and a security administrator must belong to the same organization to be linked. 

We recommend using security groups to manage permissions instead of assigning roles directly to individual 
security administrators, for three reasons: 

Changing the group's permissions updates all members automatically. Scalability 

All team members have identical permissions. Consistency 

You can see who has what by looking at group membership. Auditability 
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2.5.1 Locally created and provisioned security groups 
Security groups can be either locally created in Elements or provisioned from Microsoft Entra ID. The two 
types differ in how they are managed and in who can be a member. 

A locally created security group is created and managed entirely within Elements. A provisioned security 
group is created in Microsoft Entra ID and synced to Elements through System for Cross-domain Identity 
Management (SCIM). In Elements, it appears as an immutable copy of the Entra group. 

How the two types differ 
Table 2: Comparison of locally created and provisioned security groups 

Provisioned group Locally created group Aspect 

Automatically, by sync from Entra 
ID through SCIM 

Manually, in Elements Creation 

Managed in Entra ID Managed in Elements Group name and description 

Managed in Entra ID Managed in Elements Membership 

Managed in Elements Managed in Elements Role assignments 

Not allowed; the group is 
immutable 

Allowed Editing and deletion in Elements 

Changes to a provisioned group in Entra ID sync to Elements continuously, typically within minutes. These 
changes include adding or removing a user, renaming the group, and deleting the group. 

Membership rules 

Two factors determine who can be added to a security group: organization membership, and whether the 
security group is locally created or provisioned. 

A security administrator and a security group must belong to the same organization to be linked. A Solution 
Provider security administrator cannot be added to a company security group. Likewise, a security 
administrator of one company cannot be added to a security group of another company. The combinations 
of security administrator type and security group type are summarized below. 

Table 3: Which security administrators can be added to which groups 

Provisioned group Locally created group Security administrator 
type 

Cannot be added Can be added or removed through 
Elements 

Local security 
administrator (invited 
through Elements) 

Membership managed in Entra ID Can be added or removed through 
Elements 

Provisioned security 
administrator (synced 
from Entra ID) 
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2.6 What is a role 

A role is the set of permissions that defines what actions a security administrator can perform in Elements. 

In the subject-role-resource model, the role is the "what": the actions that the security administrator (the 
subject) is allowed to perform in the organization (the resource). 

A role is a set of low-level permissions, not a job title or persona. "Identity and Access Management (IAM) 
Administrator" and "Exposure Management: Vulnerabilities: Management" are roles; job titles such as 
"Security Analyst" or "IT Manager" are not modeled as roles in Elements. 

IMPORTANT: 

A role is meaningless without an organizational scope. For example, if a user has the IAM 
Administrator role but no assigned organization, the role assignment is incomplete. If the user 
has the IAM Administrator role in organization ABC, the role assignment is complete. The scope 
is specified at the moment the role is assigned, not when the role is defined. 

Granularity 

Elements offers dozens of roles, each granting access to a specific subset of functionality. Granularity 
allows precise access control, at the cost of more configuration effort. We recommend using security groups 
to compose granular roles into permission sets that can be reused across security administrators. 

Roles fall into three categories: 

Cover functional areas. Examples: "IAM Administrator", "Exposure 
Management: Vulnerabilities: Management". 

Standard roles 

Cover specific actions within a functional area. Example: "Exposure 
Management: Vulnerabilities: Vulnerability scans reading". 

Detailed roles 

Provide broad read or write access across all Elements functionality. The two 
large-scope roles are "Elements Editing All" and "Elements Reading All". 

Large-scope roles 

Additivity 

Roles are additive: they only grant permissions, they never deny. A security administrator's effective 
permissions are the union of all permissions from all of the administrator's roles. 

• Multiple roles produce the sum of all their permissions. 

• No role can revoke permissions granted by another role. 

• There is no concept of a "deny" role in Elements RBAC. 

• Having the same role twice has no additional effect. 

• Permissions from direct, indirect, and inherited role assignments all add together. 

Combined roles 

A security administrator has three role assignments: 

• A direct assignment of Vulnerability Management: Editing. 

• An indirect assignment of Exposure Management: Reading through a security group. 

• An inherited assignment of Response: Execute from a parent organization. 
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The administrator can edit vulnerabilities, read exposure data, and execute responses. The three sets 
of permissions add together. 

2.6.1 Large-scope roles: Elements Editing All and Elements 
Reading All 

Elements Editing All and Elements Reading All are two special roles that grant broad access across all 
Elements functionality. They are continuously maintained as new features are released. 

Two special roles provide broad access across all Elements functionality: 

Provides full read and write access to all Elements functionality. 
Recommended for root user accounts. 

Elements Editing All 

Provides read-only access to all Elements functionality. Recommended 
for auditors and report viewers. 

Elements Reading All 

Both large-scope roles are continuously maintained by WithSecure, which means they automatically include 
access to new features as those features are released. 

IMPORTANT: 

Granular roles do not have this property. A security group that has been assigned every existing 
granular role does not automatically gain access to new features. Only the two large-scope roles 
are continuously maintained. To grant access to a new feature through granular roles, an Identity 
and Access Management (IAM) administrator must explicitly assign the new role. 

2.7 What is a role assignment 

A role assignment is the fundamental operation in Elements RBAC that links a subject, a role, and a resource 
to grant access. 

A role assignment links a subject (who), a role (what), and a resource (where) into a single grant of access. 

Every permission in Elements comes from a role assignment connecting these three components. Access 
is granted by creating a role assignment and revoked by deleting one. 

A role assignment in practice 

Consider a role assignment with these three components: 

The SOC Team security group. Subject 

Vulnerability Management: Editing. Role 

The Healthcare Service Partner organization. Resource 

The assignment grants the members of the SOC Team security group the ability to edit vulnerabilities 
in the Healthcare Service Partner organization. 

Types of role assignments 

There are three types of role assignments: 

The role is assigned directly to a security administrator, not through a security 
group. This type is not recommended except for special cases such as root 
user accounts, because it is hard to manage at scale. 

Direct role assignment 
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The role is assigned to a security group, and security administrators inherit 
the role through their group membership. This is the recommended type 
because it is scalable and maintainable. 

Indirect role assignment 

The role is assigned at a parent organization and automatically applies to all 
child organizations. This type cannot be removed at the child level; the removal 
must happen at the parent organization where the assignment was created. 

Inherited role 
assignment 

Two perspectives for managing role assignments 

Elements presents role assignments from two perspectives: 

The member-first approach. For a selected subject 

The organization-first approach. For a selected resource 

The same assignments are managed from both views. 

2.7.1 Direct, indirect, and inherited role assignments 
A security administrator can receive permissions through three types of role assignments: direct, indirect, 
and inherited. The types differ in where the assignment is anchored and how it reaches the administrator. 

Every role assignment links a subject, a role, and a resource. What distinguishes the three types is where 
the assignment is anchored and how the permissions reach a security administrator's effective access. 

Direct role assignments 

A direct role assignment is anchored to an individual security administrator. The administrator's email 
address appears as the subject of the assignment, and the assignment is not shared with any other 
administrator. 

In the role assignments table, a direct assignment is shown with the administrator's email as the assignee 
and a member type of Security Administrator. The assignment can be removed directly from the 
administrator's view. 

NOTE: 

Direct role assignments are not recommended except for special cases such as root user 
accounts. They are hard to manage at scale. 

Indirect role assignments 

An indirect role assignment is anchored to a security group. Security administrators receive the assignment 
through their membership in the group. All members of the group share the same set of indirect assignments. 

In the role assignments table, an indirect assignment is shown with the security group's name as the 
assignee and a member type of Security Group. An indirect assignment cannot be removed from the 
security administrator's own view. The administrator can lose the assignment in two ways: by being removed 
from the group, or by the assignment being removed from the group. Removing the assignment from the 
group affects all members. 

Indirect role assignments are the recommended type, because they scale to many security administrators 
and keep permissions consistent across team members. 

Inherited role assignments 

An inherited role assignment is anchored at a parent organization and automatically applies to all child 
organizations. Inheritance flows downward through the organizational hierarchy. 
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When viewing role assignments at a child organization, inherited assignments are shown with an inherited 
indicator and the parent organization where the assignment was created. Inherited assignments cannot 
be removed at the child level. To remove an inherited assignment, navigate to the parent organization 
where it was created. 

Inheritance applies only to partner hierarchies, because only partner organizations have child organizations. 
Company organizations have no children, so inheritance does not apply to them. 

How the three types combine 

A security administrator can receive permissions through all three types simultaneously. The administrator's 
effective permissions are the sum of all permissions from direct, indirect, and inherited assignments. 

A security administrator with assignments of all three types 

A partner security administrator has the following role assignments: 

• A direct assignment of Identity and Access Management (IAM) Administrator for the Solution 
Provider organization. 

• Membership in the Healthcare Team security group, which has indirect assignments of Exposure 
Management: Editing and Vulnerability Management: Editing for the Healthcare Service Partner 
organization. These reach companies in the healthcare segment through inheritance. 

• Membership in the Executives security group, which has an indirect assignment of Elements Reading 
All at the Solution Provider level. This assignment is inherited downward into all Service Partners 
and companies. 

The administrator's effective permissions combine all three sources. These are IAM administration at 
the Solution Provider, full editing in the healthcare segment, and read-only access across the entire 
estate. 

2.7.2 Effective permissions 
A security administrator's effective permissions in an organization are the combined set of permissions 
granted to that administrator. They include every role assignment that reaches the administrator and applies 
to that organization. 

Permissions in Elements RBAC are additive: every role assignment only grants permissions, never denies 
them. There are no exclusion rules, and no role can revoke permissions granted by another role. A security 
administrator's effective permissions are the union of all permissions reaching the administrator through 
any role assignment. 

Three sources contribute to the effective permissions: 

• Direct role assignments made to the security administrator. 

• Indirect role assignments made to security groups the administrator is a member of. 

• Inherited role assignments created at a parent organization that apply to the organization being checked 
through downward inheritance. 

Each source contributes independently, and the contributions accumulate. Having the same role through 
more than one source has no additional effect. 

Effective permissions are organization-specific. A security administrator can have one set of effective 
permissions in one organization and a different set in another. The difference depends on which assignments 
apply to each organization. 
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To inspect the effective permissions of a specific security administrator in a specific organization, use the 
Check Access feature in the role assignments view. 

2.7.3 Access without membership 
Partner security administrators can have access to a customer company through role assignments alone, 
without being members of the company organization. 

A security administrator gains access to an organization by having one or more role assignments that apply 
to that organization. The administrator does not need to be a member of the organization to receive the 
access. 

This pattern is used for partner staff who manage customer companies. The partner security administrator 
belongs only to the Solution Provider organization. An Identity and Access Management (IAM) administrator 
assigns roles to the partner staff, with the customer company or a Service Partner as the resource. The 
mechanics are: 

• The partner security administrator is a member only of the Solution Provider organization. 

• An IAM administrator assigns roles to the partner staff, with a customer company or Service Partner as 
the resource. 

• The partner staff can manage resources in the company through those role assignments. 

• The partner staff does not appear in the company's directory of security administrators. 

• The company's IAM administrator cannot see or manage the partner staff. 

The benefits of this pattern are: 

The partner's internal structure stays hidden from customers. Privacy 

A company cannot accidentally remove a partner's access. Security 

The partner manages staff and their access centrally at the Solution Provider. Scalability 

NOTE: 

Inherited access works the same way. When a role is assigned at the Solution Provider level, 
partner staff gain access to all managed companies through inheritance. They do not need to 
be members of any of them. Access without membership at the level of a single company is the 
more specific pattern. Use it when partner staff should have access to only some companies 
rather than all. 

IMPORTANT: 

This is the recommended approach. Partner security administrators should not be members of 
customer company organizations. Access should be granted through role assignments alone. 
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Chapter 3 
Planning your deployment 
Topics: 

• Planning your deployment as a partner 
• Planning your deployment as a company 
• Best practices for Elements RBAC 
• Getting started 
• Organizing your environment 



Planning your deployment 

Before you turn on RBAC, plan your organizational structure, security groups, and role assignments based on 
how your security operations are organized. 

Plan your deployment with the guidance for partners and for companies and the best practices for organizations, 
security groups, and role assignments. The decisions you make while planning shape the structure you create 
when you set up your environment. 

3.1 Planning your deployment as a partner 

Before turning on RBAC as a partner, plan the organizational hierarchy, identify the security groups you 
need, and decide whether to integrate with Microsoft Entra ID. 

Partner deployments scale to hundreds of customer Companies, so planning before turning on RBAC 
saves significant effort later. Four decisions shape the deployment. 

Decide how to group customer Companies 

Consider whether your customer Companies fall into natural groupings: 

• Do different teams manage different customer segments? 

• Are there industry-specific requirements that call for separation (for example, Healthcare, Legal, or 
Finance)? 

• Do you offer different service tiers that need segregated access? 

Even if a single team manages all Companies with a consistent access model, or if you have fewer than 
10-20 customer Companies, create at least one Service Partner and place all Companies under it rather 
than skipping the layer entirely. This preserves the ability to scope sensitive roles, such as IAM Administrator, 
API Key Management, and Audit Log access, to Companies only, without granting them across the whole 
partner organization. 

If distinct groupings are also useful (by team, industry, service tier, or geography), plan to use multiple 
Service Partners instead of a single Service Partner. For example: 

Solution Provider (All partner security administrators and groups here)
├── Service Partner: Healthcare
│   ├── Hospital A
│   └── Clinic B
└── Service Partner: Legal
    ├── Law Firm C
    └── Law Firm D
       

Plan the security groups you will need 

Identify the job functions in your organization (for example, SOC analysts, security engineers, managers, 
and executives). Map the required permissions to each function and plan a naming convention for the 
security groups, such as Elements-SOC-Team or Elements-Admins. 

Security groups are the recommended way to manage access at scale and let permission changes apply 
to all members instantly. 

Decide whether to integrate with Microsoft Entra ID 

Entra ID integration is strongly recommended for partners that have: 
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• An existing Microsoft Entra ID infrastructure. 

• A portfolio of integrated IT management systems. 

• A requirement for automated user lifecycle management. 

• Compliance requirements that benefit from centralized identity governance. 

Full Entra integration uses both SSO Federation (authentication) and System for Cross-domain Identity 
Management (SCIM) provisioning (user and group synchronization). Together, they remove the need for 
day-to-day access management in the Elements portal. Security administrators and group memberships 
are managed entirely in Entra ID. 

Prepare a deployment checklist 

Before turning on RBAC, work through the following items: 

• Document the organizational hierarchy: which Companies belong under which Service Partners. 

• Identify all security administrator roles and the permissions they need. 

• Plan the security groups and their role assignments. 

• If you plan to integrate with Entra ID, prepare the Entra tenant and create the Entra security groups with 
the chosen naming convention. 

• Configure the filters that determine which Entra users and groups will be provisioned. 

Next steps 

When the planning decisions are complete, follow the quick start to carry them out. 

3.2 Planning your deployment as a company 

Before turning on RBAC for a Company, identify the size and structure of the security team, decide whether 
to integrate with Microsoft Entra ID, and plan the security groups you will need. 

Company deployments are simpler than partner deployments. A Company has no hierarchy, no Scope 
Selector switching, and no inheritance to plan for. Three decisions shape the deployment. 

Identify the security team and the required access 

Consider the structure of the team that will use Elements: 

• How many security administrators need access to Elements? 

• What are their job functions, and what permissions does each function need? 

• Do you want to manage identities in Microsoft Entra ID, or directly in Elements? 

Choose an access management approach 

Elements supports two ways for a Company to manage security administrators and security groups: 

Security administrators and security groups are managed in Microsoft Entra ID and 
synchronized automatically to Elements. SSO Federation handles authentication, 

Entra ID 
integration 

and System for Cross-domain Identity Management (SCIM) provisioning handles user 
and group synchronization. 

Recommended for organizations with more than five users, or when compliance 
requirements call for centralized identity governance. Requires an Entra ID tenant. 
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Security administrators and security groups are created and maintained directly in 
Elements. Invitations are issued manually, and security administrators authenticate 
with Elements credentials and multi-factor authentication. 

Local 
management 

Suitable for small teams without Microsoft 365, for guest or contractor accounts, or 
as a starting point for organizations that intend to add Entra ID integration later. 

Plan the security groups you will need 

A common starting point for a Company is three security groups: 

Full access, typically with the Elements Editing All role. Administrators 

Monitoring and response, with feature-specific roles such as Endpoint 
Protection, Exposure Management, and Response. 

Security team 

Dashboards and reports, typically with the Elements Reading All role. Read-only users 

Adjust the set to match the team's structure. 

Prepare a deployment checklist 

Before turning on RBAC, work through the following items: 

• Decide whether to integrate with Entra ID or to manage access locally. 

• If you plan to integrate with Entra ID, prepare the Entra security groups in advance. 

• Identify the first administrator who will be assigned the Elements Editing All role. 

• Define the security groups based on job functions. 

• List all security administrators who will need access. 

• Map the role assignments each security group will need. 

Next steps 

When the planning decisions are complete, follow the quick start to carry them out. 

3.3 Best practices for Elements RBAC 

Apply these recommendations to keep your RBAC deployment maintainable as your environment grows. 

These best practices cover organizations, security groups, and role assignments. Review them as part of 
your initial planning, and again whenever your security team or customer portfolio changes. 

3.3.1 Best practices for organizations 
Plan the organizational hierarchy thoughtfully, use at least one Service Partner in every deployment 
(grouping all Companies under it if no further segmentation is needed), and keep partner security 
administrators at the Solution Provider level. 

The organizational hierarchy is the backbone of Elements RBAC. Decisions about hierarchy structure 
affect daily operations, role assignment efficiency, and the security of customer Companies. The following 
practices help partners and Companies set up an organizational structure that scales: 

Decide before deployment whether to use Service Partners and, if so, how 
Companies will be grouped. Common groupings are by managing team, by 

Plan the hierarchy before 
enabling RBAC 

industry, by service tier, or by geography. Document the planned structure 
so team members understand where each Company belongs and why. 
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Service Partners are the only level at which sensitive roles, such as IAM 
Administrator, API Key Management, and Audit Log access, can be scoped 

Use at least one Service 
Partner in every 
deployment to Companies rather than the entire partner organization, so every partner 

should create at least one, regardless of size. Use multiple Service Partners 
when: 

• Different teams manage different Companies and require segregated 
access. 

• Industry-specific or compliance requirements (for example, Healthcare 
or Legal) call for separation. 

• Different service tiers require different access patterns. 

If a single team manages all Companies with a consistent access model, 
group all Companies under one Service Partner rather than placing them 
directly under the Solution Provider. 

Partner security administrators should belong only to the Solution Provider 
organization. Grant them access to managed Companies through role 

Keep partner security 
administrators at the 
Solution Provider level assignments rather than through membership in those Companies. This 

keeps the partner's internal structure invisible to Company Identity and 
Access Management (IAM) administrators and simplifies administration on 
the partner side. 

Adding IAM administrators at the Service Partner level is technically possible 
but is not recommended for most partners. It creates additional administrative 

Avoid Service Partner 
delegation unless 
necessary complexity and gives the delegated administrators visibility only to that 

Service Partner and the Companies under it. The simpler pattern is to keep 
partner IAM administrators at the Solution Provider level and use security 
groups to segregate access across Service Partners. 

Inheritance flows downward through the hierarchy, so a role assigned at a 
parent organization applies to all organizations below it. Use this property 

Assign roles at the highest 
level that matches the 
desired scope to keep the number of role assignments small: assign at the Solution Provider 

for partner-wide access, at a Service Partner for segment-wide access, and 
at a Company only for Company-specific exceptions. 

RBAC enablement is per-organization. Use this property to migrate gradually: 
enable RBAC in the Solution Provider first, then in selected Companies, 

Enable RBAC one 
organization at a time 
when migrating while leaving other Companies on the previous access model until you are 

ready. A phased migration reduces operational risk during transition. 

3.3.2 Best practices for security groups 
These recommendations cover how to organize security groups, how to use them for permission 
management, and how to maintain them over time. 

For partners 

• Create security groups at the Solution Provider level, which is the top-level partner organization. 

• Use groups to segregate teams by function, for example "SOC Team", "Engineers", or "Executives". 

• Use groups, and assign their roles to Service Partner suborganizations to segregate access by customer 
segment, for example "Healthcare Team" or "Legal Team". 
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• Assign roles at the appropriate organizational level: the Solution Provider for broad access, a Service 
Partner for segment-specific access, and a company for exceptions. 

For companies 

• Create security groups within the company organization. 

• Organize groups by department or role, for example "IT Security", "Administrators", or "Read-Only 
Users". 

• Assign roles to the groups. 

Permission management 

• Prefer indirect role assignments through security groups over direct role assignments to individual 
security administrators. 

• Use security groups as permission templates. 

• One security group can have role assignments to multiple organizations. 

• Security administrators inherit all role assignments from all groups they belong to. 

Maintenance 

• Regularly review security group membership. 

• Audit role assignments for each group. 

• Remove obsolete groups. 

• Document the purpose of each security group. 

3.3.3 Best practices for role assignments 
These recommendations keep role assignments scalable, maintainable, and auditable as the number of 
organizations and security administrators grows. 

Recommended practices 

Create security groups that represent permission profiles, assign roles to the 
groups rather than to individual security administrators, and add administrators 

Prefer security groups 
over direct user 
assignments to the appropriate groups. The root user account is the exception. It keeps a 

direct Elements Editing All assignment as a fallback for recovery. 

Group-based assignments also help stay within the per-tenant role assignment 
limit, because a single assignment on a group serves all of its members. Avoid 
creating redundant assignments. Granting the same role to the same subject 
for the same organization more than once has no additional effect. 

When access should apply to multiple child organizations, assign the role at 
the parent organization and let inheritance carry it downward. This reduces 

Use inheritance for 
efficiency 

the total number of role assignments, simplifies management, and means that 
new child organizations automatically inherit access without further 
configuration. 

Do not assign a broader scope than the access requires. A team that should 
only access healthcare companies should have its role assigned at the 

Use the narrowest 
appropriate scope 

Healthcare Service Partner organization, not at the Solution Provider. Access 
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intended for a single company should be assigned at that company, not at a 
parent. 

Use clear, descriptive names for security groups and keep an inventory of what 
each group is intended for. Documentation makes audits easier, prevents 

Document the purpose 
of each security group 

accidental misuse of broad groups, and helps onboard new Identity and Access 
Management (IAM) administrators. 

Permission design patterns 

Four common patterns combine the practices above into a coherent design: 

Create security groups by job function (for example, Administrators, SOC Team, 
or Read-only users). Assign roles appropriate to each function and add 
administrators based on their role. 

Role-based groups 

Create security groups by customer segment (for example, Healthcare Team, 
Legal Team, or Financial Team). Assign roles scoped to the appropriate Service 
Partner and add administrators based on their team assignment. 

Team-based groups 

Combine function-based and team-based groups. Use function groups at the 
Solution Provider for broad cross-segment access, and use team groups at the 
Service Partner level for segment-specific access. 

Hybrid groups 

Provision security groups from Microsoft Entra ID, assign roles to the provisioned 
groups in Elements, and manage all membership in Entra ID. This pattern is 

Entra-driven 

recommended for organizations already using Microsoft 365 and requires no 
day-to-day operations in the Elements portal. 

3.4 Getting started 

Turn on RBAC for your organization, then follow the quick start that matches your deployment. 

Two quick starts are available: one for partner deployments and one for Company deployments. Each lists 
the tasks in order with links to the detailed procedures. Complete the deployment planning before you start, 
then follow the quick start that matches your environment. 

3.4.1 Turn on RBAC for an organization 
Turn on RBAC for your organization to start managing access through security groups and role assignments. 

Before you start, make sure you have the Identity and Access Management (IAM) Administrator role or 
the Elements Editing All role in the organization. 

RBAC must be turned on separately for each organization. Turning on RBAC in a parent organization does 
not automatically turn it on in managed organizations. 

IMPORTANT: 

If you are a partner and you turn on RBAC in a managed Company, this also affects the IAM 
administrators of that Company. 

1. Select the organization in the Scope Selector. 
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2. Go to Management > Access Control. 

The RBAC welcome screen appears. 

3. Review the information about what turning on RBAC means. 
4. Click Turn Role-Based Access Control on. 

RBAC is now turned on for this organization: 

• The Access Control pages become available for managing security groups, role assignments, and 
security administrators. 

• The previous direct access model converts to the new RBAC model. 

• Existing security administrators become explicit members of their organizations. 

• Existing permissions convert to direct role assignments. 

• All existing access is preserved. 

NOTE: 

After you turn on RBAC, the Organization Settings > Security Administrators page changes 
to show Entra ID configuration only (SSO Federation and System for Cross-domain Identity 
Management (SCIM) provisioning). Security administrator management moves to Access 
Control > Security Administrators. 

NOTE: 

To revert to the previous access model, use the link on the Organization Settings > Security 
Administrators page. You can revert only after removing all security groups and removing all 
access that does not depend on organization membership. Features specific to RBAC are not 
available in the previous access model. 

3.4.2 Set up Elements RBAC for partners 
Set up Elements RBAC for a partner organization that manages multiple Companies and is planning 
Microsoft Entra ID integration. 
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This quick start is intended for a partner that manages 20 or more Companies and plans to integrate with 
Microsoft Entra ID. Complete the planning before you start. 

1. Turn on RBAC in the Solution Provider organization. 
2. If you decided to use Service Partners, create them and move Companies under them. 
3. Set up SSO Federation for Microsoft Entra ID integration. 
4. Configure System for Cross-domain Identity Management (SCIM) provisioning. 
5. Apply filters so that only the Entra security groups you intend to use are synchronized. 
6. Define the security groups in Entra ID using the naming convention you chose during planning. 

Example groups: 

• Elements-Admins for full access to all Companies. 

• Elements-SOC for monitoring access to all Companies. 

• Elements-Healthcare for full access to a Healthcare Service Partner. 

• Elements-Legal for full access to a Legal Service Partner. 

7. Assign roles to each Entra-provisioned security group at the appropriate organizational level. 

Assign at the Solution Provider for partner-wide access, and at a Service Partner for segment-specific 
access. 

8. Add partner security administrators to the Entra ID security groups. 

Membership changes synchronize to Elements automatically. 

9. Create the first administrator for each Company. 

Assign the Elements Editing All role to the first administrator. The administrator receives an invitation 
email. 

The partner organization now has automated access management, segregated team access through 
Entra-provisioned groups, and an established administrator in each Company. As ongoing activities, 
monitor the provisioning sync, train the Company administrators, and review access periodically. 

3.4.3 Set up Elements RBAC for companies 
Set up Elements RBAC for a Company organization of five to ten security administrators that does not 
integrate with Microsoft Entra ID. 

This quick start is intended for a Company with five to ten security administrators that does not yet integrate 
with Microsoft Entra ID. Complete the planning before you start. 

1. Turn on RBAC for the Company organization. 
2. Verify that the first administrator has the Elements Editing All role. 

Confirm access by checking that all menu items are available in Elements Security Center. 

3. Create the security groups identified during planning. 

Example groups: 

• Administrators with the Elements Editing All role. 

• Security Team with Endpoint Protection, Exposure Management, Vulnerability Management, and 
Response roles. 

• View-Only with the Elements Reading All role. 
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4. Invite security administrators and add them to the appropriate security groups. 

Go to Access Control > Security Administrators, click Invite Security Administrator, enter the 
email, and select the security groups. Repeat for each security administrator. 

5. Verify access for each security administrator. 

Have each security administrator sign in and confirm they can use the functionality they need. Use the 
Check Access feature to verify their effective permissions. 

Company security administrators can sign in to Elements Security Center with permissions managed 
through security groups. As ongoing activities, consider integrating with Microsoft Entra ID for automated 
user management, refine the security groups as the team grows, and review permissions periodically. 

3.5 Organizing your environment 

Shape your Elements environment to match how you organize your security operations: create Service 
Partners, move companies between them, and control what partners can access. 

Visibility and isolation between organizations determine what each partner can see. If you move an 
organization in the hierarchy, this changes that access. The related tasks explain how to create Service 
Partners, move companies, and restrict partner access. 

3.5.1 Visibility and isolation between organizations 
Each organization is isolated from other organizations except through the parent-child relationships in the 
hierarchy, which protects both customer data and the partner's internal structure. 

Organizations create visibility boundaries that are enforced by Elements RBAC regardless of role 
assignments. A security administrator cannot see organizations outside their visibility, even if granted 
broad permissions. 

What each security administrator sees 

The set of organizations visible to a security administrator depends on which organization they belong to: 

See the Solution Provider, any Service Partners, and all Companies 
managed by the partner. They can switch between these organizations 

Partner security 
administrators 

through the Scope Selector to perform management operations on behalf 
of customers. 

See only their own Company. They cannot see other Companies managed 
by the same partner, and they cannot see the partner organization above 
them. 

Company security 
administrators 

What companies do not see 

Company security administrators do not see the partner organization or other Companies managed by the 
same partner. Specifically, a Company security administrator cannot see: 

• How many other Companies the partner manages, or which Companies they are. 

• The partner's internal security groups or permission structure. 

• Which partner security administrators have access to the Company, unless those security administrators 
are explicitly members of the Company. 

This isolation protects the partner's business structure and prevents customers from gaining competitive 
intelligence about the partner's other relationships. 
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The Scope Selector 

The Scope Selector is the user interface control that switches the current organizational context. The 
selected organization determines which security administrators, security groups, and role assignments 
appear in management screens, and it defines the scope for operations such as inviting security 
administrators or assigning roles. 

Its behavior depends on the security administrator's organization: 

• For partner security administrators, the Scope Selector lists the Solution Provider, all Service Partners, 
and all managed Companies. Switching to a Company shows that Company's security administrators, 
security groups, and settings. 

• For Company security administrators, the Scope Selector is locked to the single Company. There is no 
other organization to switch to. 

Restricting partner access to a company 

By default, a partner has inherited access to all Companies it manages. A Company can opt out of this 
inherited access for specific Elements features, blocking the partner's automatic access to those features 
while keeping the partner relationship intact for the rest of the product. 

If the partner still needs to assist with a feature the Company has restricted, the Company can explicitly 
invite a partner security administrator as a member of the Company. This makes the partner security 
administrator visible to the Company's security administrators and brings the relationship under the 
Company's control. 

3.5.2 What happens when an organization moves in the hierarchy 
When an organization moves within the hierarchy, Elements automatically revalidates the affected role 
assignments to maintain security boundaries, but does not revalidate existing memberships. 

An organizational move changes the parent of the moved organization. Because role assignments and 
inheritance depend on the hierarchy, Elements automatically revalidates the resulting configuration and 
updates it where needed. Memberships are not changed automatically and may need a manual review. 

Automatic revalidation of role assignments 

Elements automatically revalidates every role assignment that crosses organization boundaries to or from 
the moved organization. Elements also enforces the cross-organization assignment rules in the new 
location. 

Table 4: Effects on role assignments 

What happens Assignment type 

Role assignments stay in effect when the subject's organization is still 
compatible with the moved organization's new location in the hierarchy. 

Assignments that remain valid 

Elements recalculates inherited role assignments. The moved 
organization now inherits from its new parent organizations and no 
longer inherits from the previous parents. 

Inherited assignments 

Elements removes role assignments where the subject belongs to an 
organization that is unrelated to the new parent. Elements enforces 
the cross-organization rule in the new hierarchy. 

Assignments that become invalid 
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Memberships are not revalidated automatically 

Elements preserves existing memberships in the moved organization after the move and does not 
re-evaluate whether current members should remain. After the move, review the membership list and 
remove any security administrators or security groups whose membership is no longer appropriate. 

3.5.3 Create a service partner 
Create a Service Partner sub-organization to group related Companies under your Solution Provider. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role at the 
Solution Provider level. 

• RBAC turned on in the Solution Provider organization. 

Service Partners are recommended sub-organizations used to segregate access and to group related 
Companies under the Solution Provider. Create at least one Service Partner in every deployment, even if 
it will hold all your Companies, since this is the only way to scope roles such as IAM Administrator, API Key 
Management, and Audit Log access to Companies rather than to the whole partner organization. Create 
additional Service Partners when: 

• Different teams manage different customer segments. 

• You want to organize Companies by industry (for example, Healthcare, Legal, or Finance). 

• You offer different service tiers that require segregated access. 

1. Go to Management > Organization Settings. 

The organization list appears. 
2. Click the three-dot menu next to the Settings button. 
3. Select Create service partner. 
4. Enter a name for the service partner. 

For example: Healthcare, Legal, or Enterprise Tier. 

5. Click Save. 

A new Service Partner sub-organization is created under the Solution Provider. It appears in the organization 
hierarchy and can be used as a scope for role assignments. 
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NOTE: 

You need to log out and log in again to see the new Service Partner in the Scope Selector. 

3.5.4 Move a company to another service partner 
Move a Company under a Service Partner to organize the partner hierarchy into logical groupings. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role at the 
Solution Provider level. 

• RBAC turned on in the Solution Provider organization. 

• At least one Service Partner created as the move target. 

Use Service Partners to group related Companies (for example, by managing team, industry, or service 
tier). Moving Companies under Service Partners establishes the three-level hierarchy and allows you to 
scope role assignments to a specific Service Partner rather than to each Company individually. 

1. Go to Management > Organization Settings. 

The organization list appears. 

2. Locate the Company you want to move. 
3. Click the three-dot menu next to the Company. 
4. Select Move company to another partner. 
5. Choose the target Service Partner from the dropdown. 
6. Click Save. 

The Company is now organized under the selected Service Partner. The hierarchy reflects the new structure, 
for example: 

Solution Provider
└── Service Partner (Healthcare)
    ├── Hospital A
    └── Clinic B
       

IMPORTANT: 

Existing role assignments that cross organization boundaries to the moved Company are 
automatically revalidated against the new hierarchy, and any that are no longer valid in the new 
location are removed. 

NOTE: 

You need to log out and log in again to see the changes in the Scope Selector. 

3.5.5 What restricting partner access means 
A company can block its managing partner from inheriting access to specific Elements features, while 
keeping the partner relationship intact for everything else. 
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By default, a company inherits the role assignments that its managing partner creates at parent levels of 
the hierarchy. This inheritance is how partner security administrators gain access to the company. A 
company can override this default and block the partner from inheriting access to a defined set of features. 

The restriction applies only to the following areas: 

• Exposure Management, 
• Collaboration Protection, and 
• access control itself. 

When the restriction is active, partner security administrators who would have received the blocked roles 
through inheritance no longer have the corresponding access in this company. Other inherited partner 
roles continue to apply as normal, and role assignments made directly at the company level are not affected. 

The restriction changes inheritance only. It does not remove the partner relationship, and it does not change 
which features the company itself can use. 

NOTE:  If the partner still needs to assist with a restricted feature, the company can explicitly 
invite a partner security administrator as a member of the company. The partner security 
administrator then becomes visible to the company security administrators, and the company 
controls that access. 

Restrict partner access to a company 

Block a subset of inherited partner role assignments for a company, so that partner security administrators 
do not have those roles in this company. 

Before you start, make sure you have the Identity and Access Management (IAM) Administrator role or 
the Elements Editing All role in the company organization. 

By default, a company inherits the role assignments that its managing partner creates at parent levels of 
the hierarchy. You can block the partner from inheriting access to specific features. The restriction applies 
only to Exposure Management, Collaboration Protection, and access control itself. Other inherited partner 
roles, and role assignments made directly at the company level, are not affected. 

1. Select the company organization in the Scope Selector. 
2. Go to Organization Settings > General > Access Policies. 
3. Turn on Restrict Partner access. 
4. Select the partner roles that should not be inherited in this company. 

You can restrict roles in Exposure Management, Collaboration Protection, and access control. 

Partner security administrators who would have received the selected roles through inheritance no longer 
have the corresponding access in this company. Other inherited partner roles, and role assignments made 
directly at the company level, continue to apply. 

3.5.6 Organization limitations 
Several constraints affect how organizations, their members, and their role assignments can be configured 
in Elements RBAC. 

Plan organizational deployments with the following constraints in mind: 

Being a member of an organization is not the same as having access to it: Organization 
membership is distinct 
from access A security administrator explicitly belongs to the 

organization's directory and is visible to Identity and Access 
Management (IAM) administrators in that organization. 

Membership 
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A security administrator has role assignments that allow 
them to work with the organization's resources. 

Access 

Partner security administrators typically have access to managed Companies 
without being members of those Companies, which keeps them invisible to 
Company IAM administrators. 

A security administrator and a security group must belong to the same 
organization to be linked through membership. You cannot, for example, add 

Security groups and 
members must share an 
organization a security administrator from one Company to a security group in another 

Company. 

A security administrator can belong to multiple organizations, but this is 
discouraged because it creates ambiguity: 

Multiple organization 
membership is 
discouraged 

• It is unclear which organization manages the security administrator. 

• Permissions become harder to track. 

• The security administrator can appear in multiple contexts simultaneously. 

Partner security administrators should belong only to the Solution Provider. 
Company security administrators should belong only to their own Company. 

When assigning roles from a partner organization, you must specify the target 
organization as the scope. There is no default scope. The level you choose 
determines the reach of the assignment: 

Role assignments require 
explicit scope 

• Granting at the Solution Provider level applies to the entire hierarchy 
below. 

• Granting at a Service Partner level applies to that Service Partner and the 
Companies under it. 

• Granting at a Company level applies only to that Company. 

RBAC enablement is per-organization. Turning on RBAC in a Solution 
Provider does not automatically enable it in the managed Companies. Each 
organization opts in independently, which allows partners to migrate gradually. 

RBAC must be enabled 
per organization 
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Chapter 4 
Managing security 
administrators 
Topics: 

• Account types and ownership 
• Inviting and managing manually 
• Managing through Entra ID 
• Managing security groups 
• Managing role assignments 



Managing security administrators 

Security administrators sign in to Elements Security Center to monitor and manage your organization's security. 

Each security administrator account has an owner. You can invite and manage accounts manually or let Microsoft 
Entra ID manage their lifecycle. Choose the approach that fits your environment. Microsoft Entra ID integration 
is recommended for organizations that already use Microsoft 365. Manual management suits smaller teams. 

4.1 Account types and ownership 

Security administrator accounts differ by ownership model, role within the organization, and how they relate 
to the wider Elements directory. 

Security administrator accounts differ in four ways: 

• the distinction between federated and local accounts 
• the special role of the root user 
• how membership and access work together 
• the cross-tenant policies that govern who can invite whom 

Understand these differences before you start inviting security administrators, so that the lifecycle decisions 
you make are intentional. 

4.1.1 Account Ownership: federated and local accounts 
Elements supports two account ownership models (federated and local) which determine who controls a 
user account and what management capabilities Identity and Access Management (IAM) administrators 
have over it. 

Federated accounts 

A federated account is a user account where SSO Federation is enabled for the user's email domain. The 
account is owned by the federated organization, not by the user. Authentication is handled by Microsoft 
Entra ID, so the user does not have an Elements password. The IAM administrator has full control over the 
account. 

An IAM administrator can: 

• Remove the user from an organization they manage (standard removal). 

• Remove the user from all organizations in the Elements system (hard delete). 

• Delete the user even if the user is invited to organizations outside the IAM administrator's scope. 

The user cannot: 

• Change their own account details in Elements. 

• Control the account lifecycle. 

• Remain in the system after the organization removes them. 

The security benefits of a federated account include centralized identity governance, immediate revocation, 
MFA enforced by Entra ID, password policies managed centrally, and an audit trail in Entra ID. 

A federated account is created when SSO Federation is configured for the user's email domain and the 
organization proves domain ownership through Entra integration. 
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We recommend federated accounts for organizational users, to enable full IAM administrator control and 
centralized identity management. 

Local accounts 

A local account is a user account created without SSO Federation, by manual invitation. The account is 
owned by the user and WithSecure. Authentication uses an Elements password and MFA. The IAM 
administrator has limited control over the account. 

An IAM administrator can: 

• Remove the user from organizations they manage. 

• Remove role assignments granted through their organizations. 

• Remove the user from security groups in their organizations. 

An IAM administrator cannot: 

• See the user's membership in organizations they do not manage. 

• Remove the user from organizations outside their scope. 

• Perform hard deletion of the user account. 

• Fully control the account lifecycle. 

The user can: 

• Accept invitations to multiple organizations independently. 

• Exist in organizations unknown to a specific IAM administrator. 

• Retain the account even after removal from one organization. 

Local accounts are useful for small organizations without Microsoft 365, guest accounts, contractors who 
need temporary access, and organizations not ready for Entra integration. 

NOTE: 

A local account can become federated if SSO is later configured for its email domain. The first 
time the user signs in after federation is enabled, the user is prompted for their existing Elements 
password once. This links the local account to the federated identity. From the next sign-in 
onwards, authentication uses Entra ID and no Elements password is required. 

4.1.2 Root User 
The root user is the first administrator in an organization and receives the Elements Editing All role assigned 
directly to the user account, to make sure that at least one account always has full administrative access. 

When a new organization first uses RBAC, no security groups exist yet and no other users have been 
invited. The first user in that organization is the root user. The root user receives the Elements Editing All 
role assigned directly to the user account, not through a security group. 

The root user account serves two purposes: 

• It guarantees that at least one account in the organization has full administrative access. If other access 
is revoked or misconfigured, the root user can recover the organization. 

• It allows the first administrator to set up the rest of the organization, including creating security groups, 
inviting other users, and configuring role assignments. 
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The root user is the recommended exception to the general guidance that roles should be assigned to 
security groups rather than to individual users. Other direct role assignments can be removed once security 
groups are in place. The root user's direct assignment is kept indefinitely as a fallback for recovery. 

Each organization has its own root user: 

• In a partner organization, the first user invited to the Solution Provider is the partner's root user. 

• In a company organization, the first administrator (usually invited by the partner on behalf of the customer) 
is that company's root user. 

IMPORTANT: 

Do not remove the Elements Editing All role from the root user even after security groups are 
configured. Doing so risks locking the organization out of full administrative access if security 
group memberships fail or are misconfigured. 

4.1.3 Organization membership and access 
Membership (belonging to an organization) and access (having permissions in that organization) are 
separate in Elements, and a user can have one without the other. 

A user joins an organization by being explicitly invited to it. Membership determines what the user can see 
and manage, subject to further restriction through role assignments. A user can belong to multiple 
organizations, although we do not recommend this. 

Membership and access are two distinct concepts: 

The user exists in that organization's directory, is visible to Identity and 
Access Management (IAM) administrators of the organization, and may 
later be granted access to the organization or its child organizations. 

Member of an organization 

The user has role assignments for that organization. The user can have 
access even if they are only a member of a parent organization. 

Access to an organization 

A user can exist in security groups without any role assignments, in which case the user has no access 
yet. 

Partner users typically have access to companies without being members of those companies. This keeps 
partner users invisible to company administrators. 

4.1.4 Cross-tenant access policies 
Elements enforces cross-tenant access policies that restrict which users an organization can invite, to 
prevent phishing and unauthorized access between unrelated tenants. 

Cross-tenant access policies prevent malicious organizations from phishing users, protect against 
unauthorized cross-tenant access, and maintain organizational boundaries between tenants. 

Policy rules 

An organization cannot invite a user if: 

• The user belongs to an unrelated organization. 

• The invitation would create a security risk. 

An organization can invite a user if: 

• The user does not yet exist in Elements. 

WithSecure | 37 / 106 

Elements RBAC |  Managing security administrators 



• The user belongs to the managing partner organization. 

• The user is already associated with the inviting organization or with its managing partner organization 
in other WithSecure portals, such as the Partner Portal. 

Examples 

Allowed invitations: 

• A partner invites a new user to a company the partner manages. 

• A company invites its own employees. 

• A company invites an employee of its managing partner. 

Blocked invitations: 

• A competitor tries to invite users from another organization. 

• A partner organization attempts to add users of a company it does not manage. 

• A user from organization A is invited to a trial organization T. 

4.2 Inviting and managing manually 

Manage security administrators directly in Elements Security Center, without Microsoft Entra ID provisioning. 

Manual management covers the day-to-day work for organizations that manage security administrators 
locally. Administrators: 

• Send invitations to partner and company organizations 

• Create the first company administrator 

• Adjust security group membership 

• Remove security administrators when access is no longer needed 

Manual management is the right choice when an Entra ID tenant is not available. It also suits teams that 
are too small for automation to be worthwhile. 

4.2.1 Managing Security Administrators manually 
Without Entra ID provisioning, all security administrators are managed manually in the Elements Security 
Center portal. 

In manual mode, the Identity and Access Management (IAM) administrator uses the invitation wizard in 
the portal to invite security administrators. Each invited administrator receives an email and creates an 
account with an Elements password and multifactor authentication (MFA). They then become a member 
of the inviting organization. 

Daily tasks include adding and removing security administrators from security groups and removing them 
from organizations. 

4.2.2 Inviting Users (no Entra ID Provisioning) 
User invitation adds new security administrators to an organization, issued by partners for the companies 
they manage or by company administrators for their own company. 
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Invitations are the manual alternative to Entra ID provisioning. They are used when an organization does 
not use System for Cross-domain Identity Management (SCIM) provisioning, or when adding an individual 
user outside the provisioned scope, such as a guest or contractor. 

An invitation creates organization membership: the invited user appears in the organization's security 
administrators list. Whether the user gains access to the organization depends on the role assignments 
configured during, or after, the invitation. 

Three invitation scenarios are common: 

• A partner administrator invites a partner employee to the Solution Provider organization. 

• A partner administrator invites the first company administrator to a customer's company organization. 

• A company administrator invites a colleague to the company organization. 

What happens to the invitee depends on whether they already have an Elements account: 

Elements creates a new account, sends an invitation e-mail with a temporary 
password, and requires multi-factor authentication setup on first sign-in. 

New user 

Elements adds the existing user as a member of the organization. No new account 
is created and no password is issued. The user sees the additional organization in 
the Scope Selector after the next sign-in. 

Existing user 

IMPORTANT: 

A user can have access in more than one organization. If the email address already has rights 
in another company or partner account, an administrator of that account must remove the user 
there before you can manage them in this organization. 

IMPORTANT: 

An invited user always becomes a member of the organization selected in the Scope Selector. 
Partners must select the Solution Provider organization when inviting partner employees, and 
the customer's company organization when inviting a customer administrator. Inviting a partner 
employee directly to a customer company breaks the recommended access model, and exposes 
the partner employee to the customer's Identity and Access Management (IAM) administrators. 

4.2.3 Invite Security Administrator to Partner Organizations 
Invite a partner employee to the Solution Provider organization, where the new user can be granted access 
through security groups. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role at the 
Solution Provider level. 

• The Solution Provider organization selected in the Scope Selector. 

• The user's email address. 

Invited users always belong to the organization selected in the Scope Selector. Partner employees should 
be invited to the Solution Provider, not to customer companies. 

1. Go to Access Control > Security Administrators. 
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2. Click Invite Security Administrator. 

3. Enter the user's email address, and click Next. 

If the email address already exists in Elements, the invitation adds the user to this organization, unless 
the user already has rights in another company or partner account. In that case, an administrator of that 
account must remove the user there first. If the email address is new, Elements creates a new account 
and sends an invitation email with a temporary password. 

If you are inviting a partner employee, confirm that the Solution Provider is selected in the Scope Selector. 
A warning appears to prevent accidentally inviting a company user to the partner organization. 

4. Optionally select one or more security groups for the user, and click Next. 

The user inherits all role assignments from the selected groups. We recommend using security groups 
instead of direct role assignments in the next step. 

5. Optionally assign roles directly to the user, and click Next. 

TIP: 

We do not recommend direct role assignments except for root user accounts. 

6. Review the invitation details on the summary page, and click Invite. 
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Verify that the organization membership is the Solution Provider and that the security group memberships 
are correct. 

If the email address is new, the user receives an invitation email with a temporary password and must set 
up MFA. If the email address already existed, the user joins the organization as a member. The user becomes 
a member of the Solution Provider organization, is added to the selected security groups, and inherits 
permissions from those groups. 

4.2.4 Invite Security Administrator to company organization 
Invite a company employee as a security administrator in a specific company organization, where they 
become a member and can manage that company only. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The target company organization selected in the Scope Selector. 

• The email address of the company employee. 

Company IAM administrators use this procedure to add employees to their own company. Partners use it 
to add the first company administrator on behalf of a customer. 

1. Go to Access Control > Security Administrators. 

The Security Administrators tab lists the security administrators who belong to this company. It does 
not show partner security administrators, who belong to the partner organization even though they may 
have access to this company. 

2. Click Invite Security Administrator. 
3. In the Invitation Wizard, complete the following: 

a) Enter the company employee's email address. 
b) Select one or more security groups, if any are created in the company. 
c) Optionally, assign roles directly to the security administrator. 
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TIP: 

The first company administrator usually needs a direct role assignment, because no 
security group exists yet to grant them access. Assign the Elements Editing All role so 
they can finish setting up the company. 

d) Review the invitation details, and click Invite. 

The new security administrator becomes a member of the company organization and inherits permissions 
from the selected security groups. They see only this company in the Scope Selector and cannot see or 
access other companies or partner organizations. 

4.2.5 Create the first company administrator (Root Account) 
Create the first security administrator account for a new company organization by inviting a user and 
assigning the Elements Editing All role directly. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
partner organization. 

• The target company organization selected in the Scope Selector. 

• The email address of the person who will administer the company. 

A partner IAM administrator performs this procedure on behalf of a new customer. Because the company 
organization has no security groups yet, the role is assigned directly to the first security administrator. 

1. Go to Access Control > Security Administrators. 
2. Click Invite Security Administrator. 
3. Enter the email address, and click Next. 
4. Skip the security groups step, and click Next. 
5. Assign the Elements Editing All role directly to the security administrator, and click Next. 
6. Review the invitation details, and click Invite. 

The new security administrator becomes the company's IAM administrator. From this account, they can 
create security groups and invite additional company employees. 
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4.2.6 Add a security administrator to security group manually 
Add a security administrator to a locally-managed security group so that the administrator inherits the 
group's role assignments. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The organization where the security group belongs selected in the Scope Selector. 

• The security administrator must already belong to the same organization as the security group. 

A security administrator and a security group must belong to the same organization to be linked. This 
procedure applies to locally-created security groups. Provisioned security groups cannot accept 
locally-managed members; their membership is managed exclusively in Entra ID. 

You can add a security administrator to a security group from two starting points: 

• From the security group's details: convenient when adding several administrators to the same group. 

• From the security administrator's details: convenient when adding one administrator to several groups. 

Both approaches produce the same result. 

1. Select the organization in Scope Selector. 
2. Go to Access Control > Security Groups. 
3. Click the security group name to open its details. 
4. Open the Members tab. 

5. Click Add Members button. 
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6. Select one or more security administrators, and click Add. 

NOTE:  A security group has a maximum number of members. 

7. Click OK. 

The selected security administrators become members of the security group and inherit all role assignments 
granted to the group. 

Alternative: adding from the security administrator's details 

To start from the security administrator's details instead, follow these steps: 

1. Go to Access Control > Security Administrators. 

2. Click the email address of the security administrator to open the details. 

3. Open the Security Groups tab. 
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4. Click Add to Security Group. 

5. Select one or more security groups, and click Add. 

6. Click OK. 

The result is the same: the security administrator becomes a member of the selected security groups 
and inherits all role assignments granted to those groups. 

4.2.7 Remove a security administrator from a security group 
manually 

Remove a security administrator from a locally-managed security group to revoke the role assignments 
the administrator inherited through that group. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The organization where the security group belongs selected in the Scope Selector. 

This procedure applies to security groups that were created locally in Elements. Provisioned security groups 
are managed exclusively in Entra ID, so members cannot be removed from them in the portal. 

1. Select the organization in Scope Selector. 
2. Go to Access Control > Security Groups. 
3. Click the security group name to open its details. 
4. Open the Members tab. 
5. Select the checkbox next to the security administrator, and remove them from the group. 
6. Confirm the removal. 

The security administrator is removed from the security group and loses all role assignments inherited 
through that group. The administrator retains membership in any other security groups and any direct role 
assignments. 
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4.2.8 Remove a security administrator from an organization 
Remove a security administrator from an organization to revoke their membership and all access granted 
through that organization. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The organization selected in the Scope Selector. 

• The security administrator must belong to an organization you manage. 

1. Navigate to Access Control > Security Administrators. 
2. Locate the security administrator in the table, and select the checkbox next to their entry. 
3. Click Remove from Organization button. 
4. Confirm the removal. 

The security administrator is removed from this organization's membership, from all security groups in this 
organization, and from all direct role assignments granted through this organization. The organization no 
longer appears in the security administrator's Scope Selector. 

For local accounts, memberships in other organizations are not affected. The account may still exist in 
Elements, and the security administrator can still log in if they are a member of other organizations. 

4.2.9 Remove a federated security administrator from all 
organizations (Hard Delete) 

Permanently remove a federated security administrator account from all Elements organizations, including 
those outside your visibility. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• A federated security administrator account for an email domain that uses single sign-on (SSO) 
Federation. 

For federated accounts, an Identity and Access Management (IAM) administrator can permanently delete 
the account. This removes the security administrator from every organization in Elements, including 
organizations that the administrator cannot see. Only federated accounts support this option. 

1. Go to Access Control > Security Administrators. 
2. In the table, find the federated security administrator and select the checkbox next to their entry. 
3. Click Remove from All Organizations. 
4. Confirm the hard deletion. 

The account is removed from Elements and every organization it belonged to, including those outside your 
visibility. 

4.3 Managing through Entra ID 

Delegate security administrator management to Microsoft Entra ID, where you can add, update, and remove 
administrators in one place. 

When you integrate Elements with Microsoft Entra ID, security administrators are created from your Entra 
ID tenant. Accounts and security group memberships synchronize automatically. Disabling or deleting a 
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user in Entra ID also removes their access to Elements. The related topics describe daily tasks and limitations 
for Entra ID-managed security administrators. 

4.3.1 Managing Security Administrators with Entra ID 
When Entra ID provisioning is configured, security administrator management happens primarily in Microsoft 
Entra ID, and Elements automatically reflects the changes. 

The recommended workflow for Entra-managed organizations is: 

• In Entra ID, add or remove users, and add or remove their membership in Entra security groups. 

• In Elements, define role assignments for the provisioned security groups. This is one-time setup, not a 
day-to-day operation. 

Once role assignments are defined for provisioned groups, no day-to-day operations are needed in the 
Elements portal. Changes in Entra take effect in Elements within minutes, typically. 

Entra ID also distinguishes between temporary and permanent removal: 

The account is disabled in Entra ID. The security administrator cannot authenticate, 
but the account can be reactivated later. Use deactivation for leaves of absence, 
suspended employees, or investigation periods. 

Deactivation 

The account is deleted in Entra ID and is eventually removed from Elements. Deletion 
is difficult to reverse. Use deletion for terminated employees or accounts that are no 
longer needed. 

Deletion 

4.3.2 Add a security administrator through Entra ID 
Onboard a new security administrator by creating or activating the user account in Microsoft Entra ID and 
placing it in a provisioned security group. 

Before you start, make sure you have: 

• System for Cross-domain Identity Management (SCIM) provisioning configured between Microsoft 
Entra ID and Elements. 

• Permissions in Entra ID to manage user accounts and security group memberships. 

• Role assignments already defined in Elements for the provisioned security groups the user will join. 

In Entra-managed organizations, day-to-day onboarding happens in Entra ID, and Elements automatically 
reflects the change. No action is needed in the Elements portal. 

1. In Entra ID, create or activate the user account. 
2. Add the user to one or more security groups that are provisioned to Elements. 

Entra ID syncs the change to Elements, typically within minutes. The user appears in Elements as a 
provisioned security administrator, becomes a member of the selected provisioned security groups, and 
inherits all role assignments defined for those groups. 

4.3.3 Deactivate a security administrator through Entra ID 
Disable a security administrator account temporarily by deactivating it in Microsoft Entra ID, so that the 
administrator cannot authenticate but the account can be reactivated later. 

Before you start, make sure you have: 

• System for Cross-domain Identity Management (SCIM) provisioning configured between Microsoft 
Entra ID and Elements. 
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• Permissions in Entra ID to disable the user account. 

Deactivation is the temporary equivalent of removal. Use deactivation for leaves of absence, suspended 
employees, or investigation periods. To remove the account permanently, delete it in Entra ID instead. 

1. In Entra ID, open the user account. 
2. Disable the account. 

The account is deactivated in Elements. The security administrator cannot log in. The account retains its 
memberships and role assignments so that it can be reactivated later. 

4.3.4 Delete a security administrator through Entra ID 
Remove a security administrator account permanently by deleting it in Microsoft Entra ID, so that the 
account is eventually removed from all organizations in Elements. 

Before you start, make sure you have: 

• System for Cross-domain Identity Management (SCIM) provisioning configured between Microsoft 
Entra ID and Elements. 

• Permissions in Entra ID to delete the user account. 

Deletion is the permanent equivalent of removal. Use deletion for terminated employees or accounts that 
are no longer needed. Deletion is difficult to reverse. For a temporary removal, deactivate the account 
instead. 

1. In Entra ID, open the user account. 
2. Delete the account. 

Entra ID first deactivates the account in Elements, and the account is eventually removed from all 
organizations. All security group memberships and role assignments are removed. The account no longer 
exists in Elements. 

4.3.5 Remove a security administrator from a security group 
through Entra ID 

Revoke role assignments inherited through a provisioned security group by removing the security 
administrator from the corresponding Entra security group. 

Before you start, make sure you have: 

• System for Cross-domain Identity Management (SCIM) provisioning configured between Microsoft 
Entra ID and Elements. 

• Permissions in Entra ID to manage the relevant security group. 

For provisioned security groups, membership is managed exclusively in Entra ID. Use this procedure when 
you need to revoke only the access that comes through one specific group, without affecting other groups 
or direct role assignments. 

1. In Entra ID, open the relevant security group. 
2. Remove the user from the group. 

Entra ID syncs the change to Elements, typically within minutes. The security administrator is removed 
from the corresponding provisioned group in Elements and loses the role assignments inherited through 
that group. The administrator retains membership in any other groups and any direct role assignments. 
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4.3.6 Security administrator limitations 
Several constraints affect how security administrator accounts behave in Elements RBAC. 

Plan security administrator management with the following constraints in mind: 

Elements identifies each security administrator by e-mail address. The same 
e-mail address always refers to the same account across the entire Elements 

The e-mail address is the 
account identity 

system, and two different accounts cannot share an e-mail address. When 
SSO Federation is configured, the e-mail domain also determines whether 
the account is federated. 

Removing a security administrator from an organization affects only that 
organization: 

Removing a security 
administrator is scoped 
to one organization 

• The user no longer appears in the organization's security administrators 
list. 

• All role assignments granted through that organization are removed. 

• The user is removed from all security groups in that organization. 

• The user's membership in other organizations is not affected. 

Federated accounts can also be hard-deleted from the entire Elements system. 

Elements enforces cross-tenant access policies to prevent phishing through 
invitations. An organization cannot invite a security administrator from an 

Cross-tenant invitations 
are restricted 

unrelated organization without explicit consent. This protects users from 
malicious organizations that would otherwise be able to invite them to fake 
organizations to capture their accounts. 

A security administrator synchronized from Entra ID through System for 
Cross-domain Identity Management (SCIM) provisioning cannot be edited 

Provisioned security 
administrators are 
immutable or deleted in the Elements portal. All account changes must be made in Entra 

ID: 

• Account details are managed in Entra ID. 

• Security group membership is managed in Entra ID. 

• Removing the user requires removing them from Entra ID, or from the 
provisioning scope. 

Provisioned security administrators are marked as Provisioned in the 
Elements security administrators list. 

4.4 Managing security groups 

Security groups bundle role assignments to grant the same permissions to several security administrators 
at once. 

Create security groups in Elements for teams that need shared access, and delete groups when the team 
they represent no longer exists. Groups provisioned from Microsoft Entra ID are managed in your tenant, 
not here. 
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4.4.1 Create a security group manually 
Create a security group manually in Elements to group security administrators who share the same 
permissions. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• RBAC enabled. 

• The appropriate organization selected in the Scope Selector. 

Manual security groups are created and managed entirely within Elements. The Security Group creation 
wizard guides you through defining the group's name, description, role assignments, and initial members. 

1. Go to Access Control > Security Groups. 
2. Click Create Security Group. 
3. On the Details page, enter a unique group name, optionally add a description, and click Next. 

4. On the Role Assignments page, select one or more roles to assign to the group, click Add to preview 
the assignments, and click Next. 

For partner organizations, also select one or more organizations as the role scope. Role assignments 
at this stage are optional and can be configured later. 

5. On the Members page, search for and select existing security administrators, click Add, and click Next. 

Members at this stage are optional and can be added later. 

6. On the Summary page, review the configuration, and click Finish. 

The security group is created and ready for use. 

4.4.2 Delete a security group 
Delete a locally created security group from Elements when it is no longer needed. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The organization where the security group belongs selected in the Scope Selector. 
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Only locally created security groups can be deleted. Provisioned security groups are immutable in Elements 
and cannot be deleted through the portal. 

1. Go to Access Control > Security Groups. 
2. Locate the security group, click the three-dot menu next to its name, and select Delete. 

3. Confirm the deletion. 

The security group is deleted, and all of its role assignments are removed. Security administrators who 
were members of the group remain in the system but lose the permissions they inherited through the group. 

4.5 Managing role assignments 

Role assignments connect a subject (a security administrator or security group) to a role and a resource 
(an organization). 

Role assignments let you grant access, inspect existing access, use inheritance to avoid duplicate 
assignments, and revoke access when it is no longer needed. The same role assignment is visible from 
both the member view and the organization view, and the procedures cover both entry points. 

4.5.1 Granting access 
Create role assignments either from the member's view or from the organization's view. 

Assign roles to a security group when several security administrators need the same permissions (the 
recommended approach), or directly to a single security administrator for special cases such as the root 
user. The organization view is useful when you want to see and adjust everyone who has access to a specific 
organization. 

Assign roles to a security group (Indirect Assignment) 

Assign one or more roles to a security group to grant the same set of permissions to all members of the 
group at once. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• A security group already created. 

• Knowledge of which organizations and roles you need to assign. 
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This approach starts with the security group and defines where and what permissions the group has. It is 
the recommended approach for defining permission profiles for teams. 

1. Select the organization where the security group belongs in the Scope Selector. 
2. Go to Access Control > Security Groups, and click the security group name. 
3. Open the Role Assignments tab. 

The tab shows existing role assignments for the group. Inherited assignments (assignments made at 
a parent organization) appear here too but cannot be removed at this level. 

4. Click Assign Role. 
5. Select one or more organizations to define the role scope. 

For partner organizations, choose from the Solution Provider, Service Partners, or companies. Untick 
Include companies to list only Service Partners for a simpler view. Each selected organization defines 
where the permissions will apply. 

6. Select one or more roles to assign. 

Use the Include detailed permissions checkbox to see granular feature-specific roles in addition to 
the standard roles. 

7. Click Add to stage the assignments, and review them on the right side of the flyout. 
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The number of role assignments created is the number of selected organizations multiplied by the 
number of selected roles. Selecting 3 organizations and 2 roles, for example, creates 6 role assignments. 

8. Click OK to confirm. 

The role assignments are created immediately. All members of the security group receive the assigned 
permissions. Revocation changes are effective within one minute. Members may need to log out and log 
in again to use some of the newly granted roles. 

Assign roles directly to a security administrator 

Grant permissions to a single security administrator by assigning roles directly to the administrator's 
account, without using a security group. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The organization where the security administrator belongs selected in the Scope Selector. 

• Knowledge of which organizations and roles you need to assign. 

IMPORTANT: 

Direct role assignments are discouraged except for special cases: root user accounts (to prevent 
lockout), temporary elevated access for a specific administrator, or exception cases where group 
membership is not appropriate. For all other cases, use security groups for scalability and 
maintainability. 

1. Go to Access Control > Security Administrators. 
2. Click the security administrator's email address to open the administrator details. 
3. Open the Role Assignments tab. 

The tab shows the administrator's existing role assignments. Indirect assignments (received through 
security group membership) and inherited assignments (from a parent organization) also appear here, 
but they cannot be removed from this view. 

4. Click Assign Role. 
5. Select one or more organizations to define the role scope. 

WithSecure | 53 / 106 

Elements RBAC |  Managing security administrators 



For partner organizations, choose from the Solution Provider, Service Partners, or companies. Untick 
Include companies to list only Service Partners for a simpler view. Each selected organization defines 
where the permissions will apply. 

6. Select one or more roles to assign. 

Use the Include detailed permissions checkbox to see granular feature-specific roles in addition to 
the standard roles. 

7. Click Add to stage the assignments, and review them on the right side of the flyout. 

The number of role assignments created is the number of selected organizations multiplied by the 
number of selected roles. 

8. Click OK to confirm. 

The role assignments are created immediately and grant the selected permissions to the security 
administrator. Revocation changes are effective within one minute. The administrator may need to log out 
and log in again to use some of the newly granted roles. 

TIP: 

If you repeatedly assign the same roles directly to multiple security administrators, create a 
security group instead and assign the roles to the group once. 

Add access from the organization view 

Add access to an organization by selecting members and assigning them roles from the organization's 
Role Assignments tab. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The target organization selected in the Scope Selector. 

This approach starts with the organization (the resource) and defines who has access to it. It is useful for 
reviewing and managing access to a specific organizational unit. 

1. Select the target organization in the Scope Selector. 
2. Go to Access Control > Role Assignments. 

The tab lists all role assignments defined for this organization. Inherited assignments (those created at 
a parent organization) appear with an inherited indicator and cannot be modified or removed from this 
view. 

3. Click Add Access. 
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4. For partner organizations, select the member organization type to choose where the members come 
from. 

Three choices are available: 

Select from top-level partner security administrators and groups. This is 
the recommended choice for partner staff. 

Solution Provider 

Select from Service Partner security administrators and groups. Use this 
when delegating IAM to a Service Partner. 

Service Partner 

Select from company security administrators and groups. Use this when 
granting company access to a company administrator. 

Company 

For company organizations this step is skipped. The members come from the company organization 
implicitly. 

5. Search for and select one or more members. 
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Security groups appear at the top of the list and security administrators at the bottom. Both are valid 
subjects. We recommend selecting security groups rather than individual administrators. 

6. Select one or more roles from the role dropdown, and close the dropdown. 
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Select one or more roles to assign. Multiple roles can be assigned in one operation. 

NOTE:  Selecting several members and several roles creates one assignment for each 
combination, which counts toward the role assignment limits. 

7. Click Add to stage the assignments, and review them on the right side of the flyout. 
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You can repeat the previous steps to stage assignments for additional members or roles before 
confirming. 

8. Click OK to confirm. 

The role assignments are created and appear in the role assignments table. The new assignments show 
the organization type matching the selected organization (not inherited). The selected members now have 
access to the organization with the assigned roles. 

4.5.2 Inspecting access 
Review the role assignments that apply to a security group, to an organization, or to an individual security 
administrator. 

Use these procedures to audit access before a change, to investigate a permissions issue, or to verify that 
a new security administrator has the access they need. 

View role assignments for a security group 

View all role assignments granted to a security group, showing where the group has access and which 
roles its members inherit. 

Before you start, make sure you have: 
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• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

Use this procedure to audit a security group's permissions, plan changes to its access, understand the 
scope of its reach, or document the permission profile it represents. 

1. Select the organization where the security group belongs in the Scope Selector. 
2. Go to Access Control > Security Groups. 
3. Click the security group name to open its details. 
4. Open the Role Assignments tab. 

The tab shows all role assignments for the security group, including the organizations where the group has 
access and the roles granted at each organization. All members of the security group inherit these 
assignments. Inherited assignments (those created at a parent organization) appear with an inherited 
indicator and cannot be modified here. 

View role assignments for an organization 

View all role assignments that grant access to a specific organization. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

Use this procedure to inspect or audit access defined for a specific organization, or to locate role assignments 
that you need to modify or remove. 

1. Select the organization in the Scope Selector. 
2. Go to Access Control > Role Assignments. 

The table shows all role assignments defined for the selected organization. 

The subject of the assignment: either a security group name or a security 
administrator's email address. 

Assigned To 

Security group or security administrator. Member Type 

The feature area covered by the role. Capability 

The role name. Role 

Where the assignment was created. If the assignment is inherited from a 
parent organization, this column shows the parent organization type with 
an inherited indicator. 

Organization Type 

Assignments whose Organization Type matches the selected organization were created explicitly at this 
level and can be removed from this view. Inherited assignments cannot be removed here; they must be 
removed at the parent organization where they were originally created. 

NOTE: 

This view does not expand security group membership. To see which security administrators 
belong to a security group, open the security group's details. To see the effective access of a 
specific administrator, use the Check Access feature. 

Check a security administrator's effective access 

View the complete effective access of a specific security administrator in a selected organization, combining 
direct, indirect, and inherited role assignments. 

Before you start, make sure you have: 
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• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

Use this procedure to verify a security administrator's access before or after making changes, to audit their 
permissions, to troubleshoot access issues, or to investigate security incidents. 

1. Select the organization in the Scope Selector. 
2. Go to Access Control > Role Assignments. 
3. Click Check Access in the header. 

The Check Access link in the Role Assignments header allows inspecting specific user's effective 
permissions. 

4. Enter the security administrator's email address, and click Next. 

The results page shows two tables: 

• The top table, Effective Role Assignments, lists all roles that the security administrator has for the 
selected organization. The list includes direct assignments, indirect assignments through security 
groups, and inherited assignments from parent organizations, giving you the complete effective access 
in one place. 
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• The bottom table, Other Organization Memberships, lists other organizations where the security 
administrator is a member. This table only shows organizations that you yourself have IAM access to. 
Click an organization name to switch scope and check the administrator's access in that organization. 

TIP: 

To see organization memberships only (without the effective access detail), open the security 
administrator's details from Access Control > Security Administrators and view the 
Organization Memberships section. 

4.5.3 Using inheritance effectively 
Assigning a role at a parent organization grants the access to all child organizations through a single role 
assignment. This can sharply reduce the number of assignments you need to manage. 

Role assignments made at a parent organization automatically cascade to all child organizations. This 
means that one role assignment at a high level can serve many lower-level organizations. Any organizations 
added later inherit the same access without further configuration. Used well, inheritance keeps deployments 
compact, consistent, and auditable. 

Use inheritance when: 

• The same set of security administrators should have the same access across all child organizations of 
a parent. For example, a SOC team that monitors all managed companies under a Solution Provider. 

• Access should automatically extend to new child organizations as the hierarchy grows. For example, 
a new company onboarded under a Service Partner should automatically be visible to the partner's 
incident response team. 

• You want to keep the total number of role assignments low, both for ease of management and to stay 
within the per-tenant role assignment limit. 

Do not rely on inheritance when: 
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• Access should be limited to specific child organizations rather than all of them. Assign the role at the 
specific organizations instead. 

• A parent-level assignment would grant broader access than the security administrators should have at 
that level. The narrowest appropriate scope is always preferable. 

Inheritance applies only to partner hierarchies. Company organizations have no child organizations, so 
inheritance does not apply to assignments made at a company. 

NOTE: 

A company organization can restrict the inheritance it receives from its managing partner. The 
company's Identity and Access Management (IAM) administrator does this in Organization 
Settings > General > Access Policies, by enabling Restrict Partner access. This disables 
a configurable subset of inherited partner roles for that company. Partner administrators planning 
role assignments should be aware that the inheritance shown at design time may be restricted 
by the company on the receiving end. 

Partner SOC team with read access everywhere 

A partner wants its SOC team to monitor the entire managed estate. 

1. Create a SOC Team security group at the Solution Provider organization. 

2. Assign reading roles to the group, with the Solution Provider as the resource: 

Reading Exposure Management 

Reading Vulnerability Management 

Reading Broad Context Detection 

Three role assignments at the Solution Provider give every SOC team member read access through 
inheritance. The access covers the Solution Provider, every Service Partner, and every company. Adding 
a new company under any Service Partner extends the access automatically. 

Healthcare team with full access to one segment 

A partner manages several customer segments and wants its healthcare team to have full access to 
healthcare customers only, with no visibility into other segments. 

1. Create a Healthcare Team security group at the Solution Provider organization. 

2. Assign editing roles to the group, with the Healthcare Service Partner as the resource: 

Editing Exposure Management 

Editing Vulnerability Management 

Editing Cloud Configuration 

Three role assignments at the Healthcare Service Partner give every team member full access to all 
healthcare companies through inheritance. The team has no access to companies under other Service 
Partners. 
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Executives with read-only access everywhere 

A partner wants its executives to see the full managed estate without making any changes. 

1. Create an Executives security group at the Solution Provider organization. 

2. Assign the Elements Reading All role to the group, with the Solution Provider as the resource. 

A single role assignment at the Solution Provider gives every executive read-only access across the 
entire estate through inheritance. It automatically covers any organization added later. 

4.5.4 Revoking access 
Remove role assignments from a security administrator, from a security group, or from the organization 
view. 

Choose the entry point that matches the change you want to make: 

• Remove a direct assignment when a single security administrator should lose access. 
• Remove an assignment from a security group when an entire team should lose it. 
• Use the organization view when you are removing access from a specific organization. 

Remove a direct role assignment from a security administrator 

Remove a role assignment that was made directly to a specific security administrator, rather than granted 
through a security group. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

This procedure removes a direct role assignment from a security administrator's Role Assignments tab. 
Indirect role assignments (those that the administrator receives through security group membership) 
appear on the same tab for visibility but cannot be removed here. To remove an indirect assignment, remove 
it from the security group instead. 

1. Go to Access Control > Security Administrators. 
2. Click the security administrator's email address to open their details. 
3. Open the Role Assignments tab. 
4. Select the direct role assignment that you want to remove. 
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Indirect assignments cannot be selected on this tab. 

5. Click Delete Assignment, and confirm the deletion. 

The role assignment is removed. The security administrator loses the corresponding access within one 
minute. 

Remove a role assignment from a security group 

Remove a role from a security group so that all members of the group lose the corresponding indirect 
access. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

Removing a role assignment from a security group affects every member of the group. Each member loses 
the corresponding indirect access at the organization where the assignment was made. If you want to 
remove the access for a single member only, remove that member from the security group instead, or 
create a separate security group with the appropriate set of members and roles. 

1. Select the organization where the security group belongs in the Scope Selector. 
2. Go to Access Control > Security Groups. 
3. Click the security group name to open its details. 
4. Open the Role Assignments tab. 
5. Select the role assignment that you want to remove. 
6. Click Delete Assignment, and confirm the deletion. 

The role assignment is removed from the security group. All members of the group lose the corresponding 
indirect access within one minute. Other role assignments for the group are unaffected. 

Remove a role assignments from the organization view 

Remove one or more role assignments that were created at a specific organization, working from the 
organization's Role Assignments tab. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

• The target organization selected in the Scope Selector. 
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Use this procedure to remove role assignments at a single organization in one operation. You can select 
multiple assignments and remove them together. Inherited role assignments (those created at a parent 
organization) appear in the table but are disabled for selection. To remove an inherited assignment, remove 
it at the parent organization where it was originally created. 

1. Select the organization in the Scope Selector. 
2. Go to Access Control > Role Assignments. 
3. Select one or more role assignments that you want to remove. 

Inherited assignments are disabled and cannot be selected. 

4. Click Delete Assignments, and confirm the deletion. 

The selected role assignments are removed from this organization. The affected subjects (security groups 
and security administrators) lose the corresponding access at this organization within one minute. If a 
subject still has access through another assignment (for example, through a different security group, or 
through an inherited assignment at a parent organization), that access is unaffected. 

4.5.5 Role assignment limitations 
Role assignment in Elements RBAC follows four structural rules that determine what can and cannot be 
done when granting access through roles. 

A role assignment must specify an organization where the role applies. For 
example, if a user has the Identity and Access Management (IAM) 

Scope is required 

Administrator role but no assigned organization, the role assignment is 
incomplete. If the user has the IAM Administrator role in organization ABC, 
the role assignment is complete. The organization (resource) is mandatory 
for every role assignment. 

Roles are atomic. A role cannot be granted in part. For example, an IAM 
Administrator role cannot be assigned only for security groups. Either the 

Roles cannot be assigned 
partially 

role is assigned in full, or it is not assigned at all. When a role is broader than 
what is needed, the solution is to use a more granular role. 

Combining many granular roles to create a custom permission set provides 
precise access control, but it is complex to set up and maintain, and it requires 
understanding the full set of available roles. 

Composing granular 
roles is complex to 
manage 

Elements Editing All and Elements Reading All are indivisible. You cannot 
exclude Identity and Access Management (IAM) from an Elements Editing 

Large-scope roles cannot 
be decomposed 

All assignment or exclude specific capabilities from a large-scope role. When 
selective access is needed, use granular roles instead. 

Assigning roles directly to individual administrators has several drawbacks: 
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• They do not scale, because each administrator must be managed individually. 

• They are hard to audit, because there is no straightforward way to list all administrators with a specific 
role. 

• They make consistency hard to maintain across administrators with similar responsibilities. 

• They increase the total role assignment count and contribute toward reaching the tenant's role assignment 
limit. 

• They make troubleshooting access issues more complex. 

4.5.6 Troubleshooting role assignments 
Use these suggestions to investigate the most common issues with role assignments and effective access. 
A security administrator 
has unexpected access 

1. Check indirect assignments to see whether the administrator receives 
the access through security group membership. 

2. Check inherited assignments to see whether the access comes from a 
role assignment at a parent organization. 

3. Use the Check Access feature to see the administrator's effective access 
in the selected organization. 

A security administrator 
cannot access a feature 

1. Verify that the administrator has a role assignment for that capability. 

2. Check the organization scope. The administrator may have access in a 
different organization than expected. 

3. Verify that the role assignment was not removed and that the security 
group membership was not revoked. 

4. Check that the administrator belongs to the correct organization. 

A role assignment cannot 
be removed 

1. Inherited assignments cannot be removed at a child organization. Navigate 
to the parent organization where the assignment was created and remove 
it there. 

2. Indirect assignments cannot be removed from a security administrator's 
view. Remove the assignment from the security group, or remove the 
administrator from the group. 

3. Assignments on provisioned security groups require the group to be 
deleted in Entra ID, not in Elements. 

The role assignment limit 
has been reached 

1. Consolidate direct user assignments into security groups. 

2. Use inheritance. Assign roles at a parent organization instead of at each 
child. 

3. Remove redundant assignments. 

4. Audit role assignments and remove obsolete ones. 
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Topics: 
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Setting up Microsoft Entra ID integration 

Integrate Elements with Microsoft Entra ID to centralize authentication and automatically provision security 
administrators and security groups. 

Integration has two parts. Single sign-on (SSO) federation controls how security administrators sign in. System 
for Cross-domain Identity Management (SCIM) provisioning keeps Elements aligned with the users and groups 
in your Entra ID tenant. Set up SSO federation first. Then set up provisioning. Use the limitations and best-practice 
topics to validate your configuration. 

5.1 What is Microsoft Entra ID integration 

Microsoft Entra ID is Microsoft's cloud identity and access management service, and integrating it with 
Elements automates security administrator and security group management. 

Microsoft Entra ID (formerly Azure Active Directory) is Microsoft's cloud identity and access management 
service. Many organizations already use Entra ID to manage their users, security groups, authentication, 
and password policies. When Entra ID is integrated with Elements, Entra becomes the source of truth for 
identity, and Elements automatically reflects what Entra holds. 

Integration splits responsibility between the two systems: 

Holds the user accounts and their attributes, the security groups and their 
memberships, and the authentication credentials. Entra is the single 
source of truth for who exists in the organization. 

Identity management: Entra 
ID 

Holds the role assignments that link Entra users and security groups to 
Elements permissions, and defines the organizational scope of those 
permissions. Elements decides what each user or group can do. 

Authorization management: 
Elements 

The integration has two parts that can be configured independently or together: 

Authentication is delegated to Entra ID. Security administrators in a federated 
email domain sign in with their Entra credentials rather than with an Elements 
password. 

SSO Federation 

Identity is synchronized from Entra ID. Selected users and security groups in 
Entra appear automatically in Elements, and changes in Entra are reflected in 
Elements within minutes. 

SCIM provisioning 

Both parts are typically used together for fully automated access management. After SSO Federation and 
System for Cross-domain Identity Management (SCIM) provisioning are configured, and role assignments 
are defined in Elements for the provisioned security groups, day-to-day onboarding, offboarding, and 
group-membership changes happen entirely in Entra ID. Elements requires no further intervention. 

NOTE: 

SCIM provisioning depends on SSO Federation. SSO Federation can be used on its own without 
SCIM provisioning, but provisioning cannot work without federation. 

5.2 SSO Federation 

SSO Federation connects Elements to Microsoft Entra ID for authentication, so that security administrators 
in a federated email domain sign in with their Entra ID credentials rather than an Elements password. 

When an organization configures SSO Federation, it proves ownership of one or more email domains and 
links those domains to its Entra ID tenant. Security administrators whose email addresses fall in a federated 
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domain authenticate through Entra ID. Elements does not store passwords for these administrators and 
redirects them to Entra at sign-in. 

SSO Federation also changes how security administrator accounts are owned and managed: 

• Accounts in a federated domain become federated accounts, owned by the federated organization 
rather than by the security administrator. 

• Authentication is handled by Entra ID, including multi-factor authentication and password policies. 

• Identity and Access Management (IAM) administrators in the federated organization gain full control 
over the account lifecycle, including hard deletion across the entire Elements system. 

• Sign-in events are recorded in the Entra ID audit trail. 

SSO Federation is configured per organization. A federated organization can federate one or more email 
domains. Each domain must be verified through Entra ID before federation takes effect. 

SSO Federation can be configured on its own, or together with System for Cross-domain Identity 
Management (SCIM) provisioning. SCIM provisioning depends on SSO Federation, but SSO Federation 
does not depend on SCIM provisioning. 

IMPORTANT: 

The email address in Elements and the Entra ID User Principal Name (UPN) must match. The 
first Elements security administrator must already have an email address in a domain you intend 
to federate. Mismatches between Elements emails and Entra UPNs cause authentication failures. 

NOTE: 

An Elements account created before SSO Federation is configured for its email domain becomes 
a federated account once federation is in place. The reverse is not generally possible. Once an 
account is federated, it stays federated as long as its domain remains federated. 

5.2.1 Configure SSO Federation 
Set up federated authentication between Elements and Microsoft Entra ID so that security administrators 
in the federated email domain sign in with their Entra ID credentials. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization where you will configure federation. 

• A Microsoft Entra ID tenant, and the privileges in Entra ID to list verified domains and configure single 
sign-on. 

• Ownership of the email domain you intend to federate. 

• An Elements account with an email address in the domain you intend to federate. 

SSO Federation is configured per email domain, not per organization. All security administrators with email 
addresses in the federated domain authenticate through Entra ID. To federate multiple domains in the 
same organization, repeat this procedure for each additional domain. 

1. Go to Organization Settings > Security Administrators. 
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After RBAC is enabled, the Security Administrators page is the location for configuring both Entra ID 
Federation and System for Cross-domain Identity Management (SCIM) provisioning. 

2. Click Configure Single Sign-On Federation. 
3. Review the prerequisites checklist in the wizard, and confirm that each item is satisfied. 
4. Sign in to Entra ID using a privileged account to complete the federation setup. 

Elements completes the federation configuration automatically, using the information returned by Entra 
ID. 

5. Sign out of Elements. 
6. Sign in with your federated email address, and enter your existing Elements password when prompted. 

The first federated sign-in for an existing account requires the Elements password once, to link the local 
account to the federated identity. After this one-time linking, the Elements password is no longer used. 

7. Complete the Entra ID authentication. 

SSO Federation is active for the email domain. Security administrators with email addresses in this domain 
sign in through Entra ID rather than with an Elements password. Existing Elements accounts are linked to 
federated identities the first time each security administrator signs in. 

5.3 SCIM provisioning 

System for Cross-domain Identity Management (SCIM) provisioning automatically synchronizes security 
administrators and security groups from Microsoft Entra ID into Elements. User management then happens 
in Entra ID rather than in the Elements portal. 

When an organization configures SCIM provisioning, Entra ID continuously synchronizes a configurable 
set of security administrators and security groups to Elements. Changes made in Entra ID are reflected in 
Elements within minutes. These changes include adding or removing a security administrator, changing 
group membership, and renaming or deleting a group. 

SCIM provisioning produces two kinds of objects in Elements: 

Synced from Entra ID users. Account ownership and authentication are 
controlled by Entra ID through SSO Federation. The account cannot be 
created or removed manually in Elements. 

Provisioned security 
administrators 
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Synced from Entra ID security groups. The group name, description, and 
membership are managed in Entra ID and cannot be modified in the 
Elements portal. Only role assignments are configured in Elements. 

Provisioned security groups 

SCIM provisioning is typically configured at the top of an organization's hierarchy. For partners, this is the 
Solution Provider organization; for companies with their own Entra ID tenant, it is the company organization. 
Provisioning to lower levels is possible but requires careful planning and is not the standard configuration. 

IMPORTANT: 

You can provision the same Entra ID tenant to more than one Elements organization. For example, 
you might provision it to both a Solution Provider and one or more Service Partners. This setup 
is supported, but it is prone to misconfiguration. Plan the scope and filters carefully so that each 
organization receives only its intended security administrators and security groups. Verify the 
result after the first sync. 

The provisioning scope and filters in Entra ID determine which security administrators and groups are 
synchronized. Only the in-scope administrators and groups appear in Elements. The rest remain in Entra 
ID and are not visible to Elements. We recommend setting filters to provision only the administrators and 
groups that need Elements access. Do not provision every user and group in the Entra ID tenant. 

SCIM provisioning depends on SSO Federation. The federated email domains determine which users are 
eligible for provisioning, and the resulting accounts are always federated accounts. 

IMPORTANT: 

SCIM provisioning is the recommended operating mode for organizations already using Microsoft 
365. Once role assignments are defined for the provisioned security groups, no day-to-day 
user-management operations are needed in the Elements portal. All onboarding, offboarding, 
and group-membership changes happen in Entra ID. 

5.3.1 Configure SCIM provisioning 
Set up automated synchronization of security administrators and security groups from Microsoft Entra ID 
into Elements through System for Cross-domain Identity Management (SCIM). 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization where you will configure provisioning. 

• SSO Federation already configured for the organization. SCIM provisioning depends on SSO Federation. 

• A Microsoft Entra ID tenant, and the privileges in Entra ID to create an enterprise application and configure 
provisioning. See Microsoft's Entra ID documentation for the exact Entra-side permissions. 

SCIM provisioning configuration spans two systems. You start in Elements to generate client credentials, 
then move to Entra ID to create an enterprise application and configure provisioning using those credentials. 

SCIM provisioning is typically configured at the Solution Provider organization for partner deployments, 
or at the company organization for companies with their own Entra tenant. 

1. Go to Organization Settings > Security Administrators. 
2. Click Configure Identity provisioning. 
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The Configure Identity Provisioning flyout provides the URLs and credentials needed to set up SCIM 
sync with Entra ID. 

3. Click Add client credentials to generate a client identifier and secret token for the Elements SCIM 
endpoint. 

4. Copy the Tenant URL, the Token endpoint, the Client identifier, and the Secret token from the flyout. 

You will paste these values into the enterprise application that you create in Entra ID. Keep the flyout 
open, or store the values securely, until the Entra-side configuration is complete. 

5. In Microsoft Entra ID, create a non-gallery enterprise application. 

In the Entra ID portal, go to Enterprise applications, click New application, select Create your own 
application, and choose Non-gallery application. Give the application a descriptive name, for example 
WithSecure Elements SCIM. The detailed Entra ID procedure is in Microsoft's Entra ID documentation. 

6. In the enterprise application, open the Provisioning section and configure automatic provisioning using 
the credentials from Elements. 

Select Automatic provisioning mode and OAuth 2.0 client credentials grant as the authentication method. 
Paste the Tenant URL and Token endpoint, then paste the Client identifier and Secret token. Click Test 
Connection to verify the credentials, and save the configuration. 

7. Configure the attribute mappings so that every provisioned user has a populated email field. 

In the Entra ID provisioning configuration, map a non-empty email attribute (for example, the work email 
or the User Principal Name) to the email field. Elements identifies provisioned users by email address, 
so users without a mapped email cannot be provisioned. 

NOTE: 

Microsoft Entra suggests that you map externalId to mailNickname. The mailNickname value 
is human-readable and recognizable in logs. 

This mapping is not sufficient when multiple users share the same local part of their e-mail 
address (the part before the @) but have different domains. Synced Entra guest accounts 
are one example. 

In these cases, map externalId to the Entra objectId instead. If you later migrate to a different 
Entra tenant, the objectId values do not carry over. 
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Provisioning is configured between Entra ID and Elements but is not yet active. Before users and groups 
synchronize, you must filter the scope of what is provisioned and then activate provisioning. 

5.3.2 Filter which users and groups synchronize 
Limit System for Cross-domain Identity Management (SCIM) provisioning to only the users and security 
groups that need access to Elements, using filters on the Entra ID enterprise application. 

Before you start, make sure you have: 

• A configured SCIM provisioning enterprise application in Entra ID. 

• The privileges in Entra ID to modify the enterprise application's provisioning configuration. 

Entra ID supports two ways to filter the provisioning scope: explicit group assignment, and attribute-based 
scoping filters. Both are configured in the enterprise application's Provisioning section. 

IMPORTANT:  Filter provisioning so that Elements synchronizes only the users and groups that 
need access. An unfiltered sync can exceed the system limits, and a group that passes the 
member limit stops adding members. 

1. In the SCIM provisioning enterprise application in Entra ID, open the Provisioning section. 
2. Set the provisioning scope to Sync only assigned users and groups. 
3. In the Users and groups tab, assign the security groups that should be synchronized to Elements. 

Assigning a security group provisions the group and its members. To provision an individual user without 
provisioning the whole group, assign the user directly. We recommend assigning groups rather than 
individual users. 

4. Save the configuration. 

SCIM provisioning is limited to the assigned users and security groups. When provisioning is active, only 
these objects are synchronized to Elements. 

Using a naming convention and attribute-based filter 

As an alternative to explicit assignment, you can use an attribute-based scoping filter to select security 
groups by name. This pattern works well when you can adopt a naming convention for Elements-related 
security groups in Entra ID. 

1. Ensure that security groups intended for Elements share a common naming pattern. A common 
choice is an Elements- prefix, for example Elements-SOC-Team, Elements-Administrators, or 
Elements-ViewOnly. 

2. In the enterprise application's Provisioning section, set the scope to Sync all users and groups. 

3. Add a scoping filter where the displayName attribute matches the chosen pattern, for example 
displayName startsWith Elements-. 

4. Save the configuration. 

Only security groups matching the filter are synchronized to Elements. Users are provisioned through 
their membership in those groups. 
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5.3.3 Activate provisioning 
Turn on System for Cross-domain Identity Management (SCIM) provisioning in Entra ID to start 
synchronizing the configured users and security groups into Elements. 

Before you start, make sure you have: 

• A configured SCIM provisioning enterprise application in Entra ID, with filters set for the users and 
security groups that should synchronize. 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization where provisioning was configured. 

• The privileges in Entra ID to turn on provisioning for the enterprise application. 

Activation is the final step in setting up SCIM provisioning. Once activation completes, Entra ID begins 
continuously synchronizing the in-scope users and security groups to Elements. 

1. In the SCIM provisioning enterprise application in Entra ID, set the Provisioning status to On. 

The initial sync begins immediately and may take 20 to 40 minutes to complete. Subsequent changes 
in Entra ID sync to Elements continuously, typically within minutes. 

2. In Elements, go to Access Control > Security Administrators to confirm that provisioned users have 
started to appear. 

Provisioned users appear in the list with a Provisioned indicator. 

3. Go to Access Control > Security Groups to confirm that provisioned security groups have started to 
appear. 

Provisioned security groups appear in the list with a Provisioned indicator. 

SCIM provisioning is active. The in-scope users and security groups from Entra ID synchronize continuously 
to Elements. Subsequent changes in Entra ID (adding users to groups, removing them, renaming groups, 
deleting accounts) propagate automatically. 

IMPORTANT: 

Provisioned users and security groups are immutable in Elements. All changes to provisioned 
objects must be made in Entra ID. The only Elements-side state for provisioned objects is role 
assignments, which remain editable in the Elements portal. 

5.3.4 Verify that provisioning works 
Confirm that System for Cross-domain Identity Management (SCIM) provisioning is synchronizing users 
and security groups from Entra ID to Elements as expected. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization where provisioning was configured. 

• The organization where provisioning was configured selected in the Scope Selector. 

• Access to the Entra ID provisioning configuration to compare it with the configuration in Elements. 

Perform this verification after activating SCIM provisioning, and periodically afterwards to confirm the 
integration remains healthy. 
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1. Go to Access Control > Security Groups in Elements. 
2. Confirm that the security groups in the Entra ID provisioning scope appear in the list with a Provisioned 

indicator. 

If a security group does not appear, check the provisioning scope in Entra ID. The group must be either 
explicitly assigned to the enterprise application or matched by an attribute-based filter. 

3. Click a provisioned security group to open its details, and open the Members tab. 
4. Compare the members shown in Elements with the membership of the corresponding security group 

in Entra ID. 

The two lists should match. If members are missing from Elements, the most likely cause is that those 
users are not in the provisioning scope. Being a member of a synchronized group is not enough; the 
user account itself must also be in scope. 

5. Go to Access Control > Security Administrators, and confirm that provisioned security administrators 
appear with a Provisioned indicator. 

Provisioning is working correctly when: 

• The configured security groups from Entra ID appear in Elements as provisioned groups. 

• The membership of each provisioned group in Elements matches the membership in Entra ID. 

• The users in those groups appear as provisioned security administrators in Elements. 

5.4 Troubleshoot Entra ID integration 

Investigate and resolve common issues with SSO Federation and System for Cross-domain Identity 
Management (SCIM) provisioning. 

Before you start, make sure you have: 

• Access to the Elements Security Center. 

• Access to the Microsoft Entra ID portal where SCIM provisioning was configured. 

When Entra ID integration does not behave as expected, the most common causes are scope 
misconfiguration, sync delays, identity mismatches, or attempts to perform Entra-managed actions in 
Elements. Match the symptom to one of the scenarios in the example below and follow the diagnostic 
checks for that scenario. 

1. Identify the symptom you are seeing from the scenarios in the example below. 
2. Follow the diagnostic checks for the matching scenario in order. 
3. If the issue is not resolved after completing the checks, contact WithSecure support with the diagnostic 

details you have gathered. 

Common scenarios and diagnostic checks 

Check the following: A security administrator 
cannot sign in through SSO 
Federation 1. Verify that the email domain has been federated and that domain 

verification completed in Entra ID. 

2. Confirm that the email address in Elements exactly matches the User 
Principal Name (UPN) in Entra ID for that account. A mismatch 
causes authentication to fail, even if both accounts exist. 
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3. If this is the security administrator's first federated sign-in for an 
existing local account, confirm that they have entered the Elements 
password once to link the account. 

Check the following: A user is not appearing in 
Elements after provisioning 

1. Wait a few minutes. The initial sync may take 20 to 40 minutes to 
complete, and ongoing changes propagate within minutes. 

2. Check that provisioning is active in Entra ID and not paused. 

3. Check the provisioning scope in Entra ID. The user must be either 
directly assigned to the enterprise application or be a member of an 
assigned security group. 

4. Confirm that the user has a populated email attribute in Entra ID. 
Elements requires the email field to identify users. 

Check the following: A security group is not 
appearing in Elements after 
provisioning 1. Wait a few minutes for sync to complete. 

2. Check the provisioning scope in Entra ID. The security group must 
be either explicitly assigned or matched by an attribute-based filter. 

3. If you are using an attribute-based filter (for example, displayName 
starts with a prefix), verify that the security group's name matches 
the filter pattern. 

Check the following: Group membership in 
Elements does not match 
Entra ID 1. Wait a few minutes for sync to complete. 

2. Verify that the missing members are in the provisioning scope. A user 
who is a member of a provisioned group in Entra ID but is not in the 
provisioning scope themselves is not synchronized. 

3. Check the Entra ID provisioning logs for errors related to the missing 
users. 

Provisioned objects are immutable in Elements by design. The name, 
description, and membership of a provisioned object can only be 

A provisioned user or 
security group cannot be 
edited or deleted in 
Elements 

changed in Entra ID. The only Elements-side state that you can edit for 
provisioned objects is role assignments. 

Take these steps: Too many users or security 
groups have been 
provisioned 1. Tighten the provisioning scope in Entra ID so that only the intended 

users and groups are in scope. 

2. To remove already-provisioned users and groups that should not 
have been synchronized, deprovision the integration and reconfigure 
it with the corrected scope. 
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5.5 Limitations of Entra ID integration 

Entra ID integration has several hard constraints that affect how the integration can be configured and what 
can be changed in Elements after provisioning. 

Plan and operate Entra ID integration with the following constraints in mind: 

Security administrators, security groups, and security group membership 
that arrive in Elements through System for Cross-domain Identity 

Provisioned objects are 
immutable in Elements 

Management (SCIM) provisioning cannot be edited or deleted in the 
Elements portal. The group's name, description, and members can only be 
changed in Entra ID. The only Elements-side state for provisioned objects 
is the set of role assignments, which remain editable regardless of the 
immutability of the underlying object. 

A locally-invited security administrator cannot be added to a security group 
that was provisioned from Entra ID, because the membership of a 

Local users cannot be 
added to provisioned 
groups provisioned group is managed exclusively in Entra. The reverse is allowed. 

A provisioned user can be added to a locally-created security group through 
the Elements portal. 

The email address of a security administrator in Elements must match the 
User Principal Name (UPN) of the corresponding user in Entra ID. A 

Email addresses and Entra 
UPNs must match 

mismatch causes authentication to fail through SSO Federation, even if 
both accounts exist on their respective sides. 

Changes made in Entra ID propagate to Elements continuously, typically 
within minutes. Changes made in Elements do not propagate back to Entra 

Sync is one-way from 
Entra to Elements 

ID. The only Elements-side state that does not have to be mirrored in Entra 
is role assignments. Everything else (user attributes, group membership, 
group names) must be changed in Entra. 

SCIM provisioning is typically configured at the top of an organization's 
hierarchy: the Solution Provider for partners, or the company organization 

Provisioning is configured 
at one organizational level 

for a company with its own Entra ID tenant. Provisioning the same Entra 
tenant to multiple organizational levels is technically possible but is not the 
standard configuration and is prone to misconfiguration. 

5.6 Best practices for Entra ID integration 

These recommendations help organizations deploy Entra ID integration in a way that minimizes Elements 
portal work and maximizes the automation benefits. 

Apply these practices when planning and operating Entra ID integration. 

Both halves of the integration produce the most value when used together. 
SSO Federation alone gives you delegated authentication but still requires 

Configure SSO Federation 
and SCIM provisioning 
together manual identity management. System for Cross-domain Identity Management 

(SCIM) provisioning depends on SSO Federation and cannot be used without 
it. Configure both during initial setup for fully automated access management. 

An Entra ID tenant typically contains many more users and security groups 
than need access to Elements. Configure provisioning filters in Entra ID to 

Filter aggressively when 
configuring provisioning 

sync only the users and groups that need Elements access. A common 
approach is to use a naming convention (for example, an Elements- prefix 
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on security groups intended for Elements integration) and configure Entra 
to sync only those groups. Aggressive filtering improves sync performance, 
reduces visual clutter in Elements, and limits the scope of any accidental 
misconfiguration. 

Configure provisioning at the Solution Provider organization for partner 
deployments, or at the company organization for company deployments. 

Provision at the top of the 
organizational hierarchy 

This places the synchronized users and groups at the highest scope, where 
role assignments can use inheritance to reach all lower organizations. 

After provisioning is active, define the role assignments for each provisioned 
security group in Elements. Once those role assignments are in place, 

Define role assignments 
once, then leave them in 
place day-to-day onboarding, offboarding, and group-membership changes happen 

entirely in Entra ID. Revisit Elements role assignments only when access 
requirements change, when new Elements features become available, or 
when restructuring the security group design. 

Once the integration is in place, the recommended operating model has three phases: 

Configure SSO Federation, configure SCIM provisioning, set up security 
groups in Entra ID with appropriate filtering, and define role assignments 
for those groups in Elements. 

Initial setup (one-time) 

Onboard new security administrators by adding them to Entra ID and to the 
appropriate Entra security groups. Offboard departing security 

Day-to-day operations (in 
Entra ID) 

administrators by removing them from the Entra groups or by deleting their 
Entra accounts. Elements reflects each change automatically, typically 
within minutes. No action is needed in the Elements portal. 

Adjust role assignments for provisioned security groups when access needs 
change. Add role assignments for new Elements features released by 
WithSecure. 

Maintenance (occasionally 
in Elements) 

5.7 Deprovision Entra ID integration 

Disconnect Elements from Microsoft Entra ID so that provisioned users and security groups become local 
and can be deleted. Disconnecting also lets you reconfigure or fully disable provisioning. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization where provisioning was configured. 

• The privileges in Entra ID to modify the System for Cross-domain Identity Management (SCIM) 
provisioning enterprise application, if you intend to reconfigure provisioning afterwards. 

Use this procedure to fix a misconfigured provisioning setup, switch to a different identity source, or disable 
Entra ID integration. A misconfigured setup might synchronize too many users or groups. 

The procedure has two phases. The first five steps disconnect Elements from Entra ID and let you remove 
unwanted provisioned objects. Steps 6 and 7 are optional and are only needed when you intend to continue 
using Entra ID integration with corrected settings. 

1. Go to Organization Settings > Security Administrators. 
2. Open Configure Identity provisioning. 
3. Remove the SCIM client credentials. 

WithSecure | 78 / 106 

Elements RBAC |  Setting up Microsoft Entra ID integration 



Entra ID can no longer synchronize changes to Elements. Existing provisioned users and security 
groups remain in Elements but stay immutable until the next step. 

4. Click Deprovision Entra ID. 

Provisioned users and security groups become local objects in Elements. They can now be deleted, 
but they cannot be edited. 

5. Delete the unwanted users and security groups from Elements. 

Delete only the objects that should not have been provisioned. Any objects that are still needed can 
stay. When provisioning is reconfigured, Entra ID recognizes them and re-provisions them. 

6. In Entra ID, update the SCIM provisioning enterprise application with the corrected scope or filters. 
7. In Elements, return to Configure Identity provisioning and add new client credentials. 

If you completed all seven steps, Entra ID resumes synchronization with the corrected scope. Users and 
security groups that remained in Elements after cleanup are recognized as provisioned again. Any new 
objects in the updated scope synchronize according to the updated filters. 

If you stopped after step 5, SCIM provisioning is fully disabled. Users and security groups already provisioned 
remain in Elements as local objects. SSO Federation, if configured, is independent of SCIM provisioning 
and remains active until disabled separately. 
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Migrating to Elements RBAC 

Migrating an organization from the previous access management model to Elements RBAC covers pre-migration 
planning, the migration sequence, and post-migration verification. 

Migrating to Elements RBAC is a one-time activity per organization. You can perform it in a single maintenance 
window or gradually over time. After the migration is complete, the ongoing operations are described in the other 
topics of this guide. 

Who should migrate 

• Identity and Access Management (IAM) administrators in partner organizations, typically Managed Service 
Providers. They migrate their Solution Provider, Service Partners, and customer Companies to Elements 
RBAC. 

• IAM administrators in customer Companies who need to migrate their Company organization to Elements 
RBAC. 

If you are starting with Elements RBAC for the first time, you do not need to migrate. 

6.1 Understanding the migration 

Learn what changes when you migrate, the two migration approaches you can choose between, and how 
reversible the migration is. 

The decisions you make when preparing for migration depend on understanding what will change in your 
environment and which migration approach fits your team. Understand the migration before you make 
those decisions. 

6.1.1 What changes when you migrate 
When you migrate to Elements RBAC, all existing access is preserved, but its structure changes. Partner 
security administrators no longer need company membership, and direct grants become explicit role 
assignments. 

Migrating an organization from the previous access model to Elements RBAC does not change which 
security administrators have access or what they can do. All existing access is preserved. What changes 
is how the access is represented in the system and how it can be managed. 

Security administrator memberships 

In the previous access model, partner security administrators were typically added directly as members 
of customer Companies to gain explicit (non-inherited) access to those Companies. The membership and 
the access were the same operation. To have access to a Company, the security administrator had to be 
a member of that Company. As a result: 

• Partner security administrators appeared in the Company's security administrator list. 

• Company Identity and Access Management (IAM) administrators could see, and could modify the 
permissions of, partner staff with access to the Company. 

• Partner internal staff structure was visible to Company administrators. 

Elements RBAC introduces access without membership: a partner security administrator can have role 
assignments scoped to a Company without being a member of that Company. The two concepts are 
decoupled. As a result: 
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• Partner security administrators belong only to the Solution Provider organization. 

• Partner security administrators are invisible to Company IAM administrators. 

• The partner manages access to the Company through role assignments at the Solution Provider or 
Service Partner level. 

The migration does not automatically remove partner security administrators from Company memberships. 
The previous membership-based access continues to work in the new model. Cleanup is recommended 
and is one of the seven phases of migration. 

Direct role assignments instead of grants 

In the previous access model, permissions were called grants and were always assigned directly to individual 
security administrators. Security groups did not exist, and the roles available were less granular than in 
Elements RBAC. 

During migration, existing grants are converted to direct role assignments. The underlying access is 
unchanged. The assignments are now visible in the security administrator's Role Assignments tab, and 
can be managed alongside indirect (group-based) and inherited (hierarchy-based) assignments. 

Direct role assignments work but do not scale. Consolidating direct assignments into security groups is 
recommended after migration to take advantage of group-based management. Change a group's role 
assignments once, and every member's effective permissions are updated. 

What is preserved 

Migration preserves all existing state: 

• All existing access: every security administrator retains the permissions they had before migration. 

• All existing security administrator accounts and their organization memberships. 

• The organizational hierarchy of Solution Provider, Service Partners, and Companies. 

• SSO Federation configuration, if it was set up before migration. 

What needs cleanup after migration 

Two cleanup activities are recommended to take full advantage of Elements RBAC: 

• Remove partner security administrators from Company memberships, granting them access through 
role assignments instead. 

• Consolidate direct role assignments into security groups for easier ongoing management. 

Both activities are covered as separate phases in the migration sequence. 

6.1.2 Migration approaches: phased or single-cutover 
You can migrate to Elements RBAC in one coordinated operation (single-cutover, also called big bang) or 
gradually over time (phased). The choice depends on the size of the deployment and the operational 
constraints. 

The two approaches differ in timing, not in outcome. Either approach moves the organization from the 
previous access model to Elements RBAC and produces the same final state. 

Turn on RBAC, complete all configuration changes, and finish all cleanup in a single 
planned window. Configuration changes include security groups, role assignments, 

Single-cutover 
migration 

and Microsoft Entra ID integration. Cleanup includes removing partner administrators 
from Company memberships and consolidating direct assignments. 
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Suitable for: 

• Smaller deployments that can be planned and executed within a short window. 

• Organizations with strong change management discipline. 

• Cases where a mixed state (some access through groups, some still through direct 
assignments) is undesirable. 

Turn on RBAC to make the new operations available, then continue working with the 
existing access, now represented as direct role assignments. Over weeks or months, 

Phased 
migration 

gradually create security groups, consolidate assignments, and remove redundant 
partner memberships. 

Suitable for: 

• Larger deployments where coordinating a single migration window is impractical. 

• Partners managing many customer Companies that will migrate independently. 

• Organizations that prefer to validate the new model with a subset of users before 
extending it. 

Choosing an approach 

Both approaches preserve existing access at every stage, so neither is materially riskier for access continuity. 
The decision is primarily about operational coordination: 

• Choose single-cutover if you can schedule a single window for the full migration and you want to operate 
in a fully consistent state immediately afterwards. 

• Choose phased if you cannot afford a single coordinated window, or if you have many Companies to 
migrate over time. The intermediate state (where security administrators have both direct role 
assignments and indirect role assignments through groups) is supported by Elements RBAC. 

A mixed approach is also possible. For example, a partner can perform a single-cutover migration on their 
Solution Provider while letting individual Companies migrate at their own pace. 

6.1.3 Reversibility of the migration 
The migration to Elements RBAC can be reverted to the previous access model. To revert, you must first 
remove all configuration that depends on RBAC-specific features. 

Elements supports reverting an organization from Elements RBAC back to the previous access model. 
The revert link is on the Organization Settings > Security Administrators page after RBAC has been 
turned on. 

What must be removed before reverting 

The previous access model does not support the features introduced by Elements RBAC. Before you can 
revert, the following must be removed: 

• All security groups in the organization. 

• All access that does not depend on organization membership (for example, role assignments where 
the security administrator is not a member of the target organization). 

If RBAC-specific configuration remains, the revert operation is blocked. 
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What is preserved after reverting 

Security administrators and their organization memberships are preserved. Direct role assignments are 
converted back to the previous grant model. The organizational hierarchy is unchanged. 

When to consider reverting 

Reverting is intended as a safety mechanism, not a routine operation. Consider it only if: 

• The migration encountered an operational issue that cannot be resolved within Elements RBAC. 

• The organization has not yet started taking advantage of RBAC-specific features and prefers to wait. 

If the migration is well underway (security groups created, access patterns adopted) reverting requires 
undoing all that work, which is rarely worth it. 

6.2 Preparing for migration 

Assess your current state, make the pre-migration decisions, and complete the checklist before you turn 
on RBAC for the first organization. 

Preparing for migration produces the outputs you need to perform the migration. These outputs are an 
inventory of current access, decisions about your target structure, and a sequenced plan you can follow. 

6.2.1 Assessing your current state 
Before you begin the migration, inventory the security administrators, document their current permissions, 
and assess whether you can integrate with Microsoft Entra ID. 

The assessment phase produces the inputs you need for the pre-migration decisions and for the migration 
sequence itself. Three assessment activities are recommended for every migration. 

Inventory the security administrators 

Build a complete list of security administrators with access to the organization being migrated. For each 
one, document: 

• The organizations they currently belong to. 

• Whether they are partner staff or Company staff. 

• Whether their account is local or already federated through SSO. 

Identify any partner security administrators who are members of Company organizations. These are 
candidates for cleanup during the migration. In Elements RBAC, partner staff should belong only to the 
Solution Provider, with access to Companies granted through role assignments rather than membership. 

Document the current permissions 

For each security administrator, document the grants (in the previous access model) they currently hold. 
Group security administrators with identical or similar permissions. These groupings become the basis for 
the security groups you will create during migration. 

The output of this activity is a mapping from current permissions to planned security groups. For example, 
five security administrators with the same grants can become members of an SOC Team security group 
with the corresponding role assignments. 

Assess Microsoft Entra ID integration 

Determine whether Entra ID integration is available and applicable for this organization: 
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• Does the organization use Microsoft 365 or have an existing Entra ID tenant? 

• Are there existing Entra security groups that could be reused, or will new groups need to be created in 
Entra? 

• Are there compliance requirements that benefit from centralized identity governance? 

Entra integration is strongly recommended for partners with existing Entra ID infrastructure and for 
Companies with more than five security administrators. 

6.2.2 Pre-migration decisions 
Before starting the migration, decide whether to integrate with Microsoft Entra ID, whether to use Service 
Partners, and which migration approach to follow. 

The outputs of the assessment phase inform three decisions that shape the migration sequence. 

Decide whether to integrate with Microsoft Entra ID 

Full Entra integration uses SSO Federation for authentication and System for Cross-domain Identity 
Management (SCIM) provisioning for security administrator and group synchronization. It eliminates 
day-to-day access management in the Elements portal. 

Recommended for organizations that already use Microsoft 365 or have an Entra ID tenant. 
The migration sequence will include setting up SSO Federation and SCIM provisioning. 

Yes 

Suitable for small organizations without Microsoft 365 or with team sizes that do not justify 
the integration setup. Security administrators and security groups will be managed locally 
in Elements. 

No 

Decide how many Service Partners to use (partners only) 

Service Partners are recommended sub-organizations that group customer Companies under a Solution 
Provider, and every migrating partner should have at least one: 

Useful for partners managing many Companies with clear segmentation by managing 
team, industry, service tier, or geography. 

Multiple 

Suitable for partners with a small portfolio of Companies or with no clear segmentation. 
All Companies are grouped under one Service Partner rather than sitting directly under 

Single 

the Solution Provider, preserving the ability to scope IAM Administrator, API Key 
Management, and Audit Log roles to Companies only. 

Decide the migration approach 

Choose between a single coordinated migration or a gradual migration over time: 

Turn on RBAC, complete all configuration, and finish cleanup in a single 
window. 

Single-cutover 

Turn on RBAC and continue working with existing access, then gradually create 
security groups and remove redundant access. 

Phased 

6.2.3 Migration checklist 
Use this checklist to confirm that the assessment and decisions are complete before starting the migration 
sequence. 
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Work through the following items before turning on RBAC for the first organization. The checklist consolidates 
the assessment outputs from assessing your current state and the decision outputs from pre-migration 
decisions. 

Inventory and documentation 

• Complete list of security administrators with their current organization memberships. 

• List of partner security administrators who are members of Company organizations (for post-migration 
cleanup). 

• Documented current permissions for each security administrator. 

• Grouping of security administrators with similar permissions into planned security groups. 

• Documented role assignments for each planned security group. 

Decisions 

• Decision on Microsoft Entra ID integration (yes or no). 

• If using Entra integration: Entra ID tenant prepared, Entra security groups defined with a naming 
convention (for example, Elements-SOC-Team), and provisioning filters identified. 

• Decision on Service Partner usage (partners only). 

• If using Service Partners: planned grouping of Companies under Service Partners. 

• Decision on migration approach (phased or single-cutover). 

• Identified administrator who will perform the migration in each organization. This administrator must 
hold the Identity and Access Management (IAM) Administrator role or the Elements Editing All role. 

Communication and scheduling 

• Affected security administrators notified of the upcoming change. 

• Migration window scheduled. 

• Verification procedures planned: how you will confirm that access is preserved after each phase. 

6.2.4 The migration sequence 
The migration to Elements RBAC follows seven phases in order, starting with turning on RBAC and ending 
with removing partner security administrators from Company memberships. 

Each phase has its own procedure. The phases are sequential, because each phase depends on the 
outputs of the phases before it. You can perform them back-to-back in a single-cutover migration, or spread 
them over time in a phased migration. 

Four of the phases are specific to migration. The other three reuse existing procedures: turning on RBAC, 
setting up Microsoft Entra ID integration, and creating security groups. 

RBAC is enabled per organization. Existing access is preserved and 
converted to direct role assignments, and the new Access Control 
pages become available. 

Turning on RBAC 

The converted access is inspected to confirm the migration succeeded 
and to identify cleanup candidates. Examples of cleanup candidates 

Reviewing existing access 

are partner staff in Company memberships and patterns of similar 
permissions. 
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When the planning phase chose Entra integration, SSO Federation 
and System for Cross-domain Identity Management (SCIM) 

Setting up Microsoft Entra ID 
integration 

provisioning are configured. SSO Federation precedes SCIM 
provisioning, because SCIM provisioning creates federated accounts. 

One security group is created per permission profile identified during 
planning. Groups are either created manually in Elements or 
synchronized from Entra ID. 

Creating security groups for the 
new model 

Roles are assigned to each security group and the corresponding 
security administrators become members. After this phase, each 

Migrating from direct role 
assignments to security groups 

administrator has both direct role assignments (from migration) and 
indirect role assignments (through groups). 

Direct role assignments that are now covered by indirect assignments 
through groups are removed. The direct Elements Editing All 
assignment for the root security administrator is kept. 

Removing redundant direct role 
assignments 

Partner staff are removed from Company memberships; their access 
is now granted through role assignments at the Solution Provider or 
Service Partner level. 

Removing partner security 
administrators from Company 
memberships 

6.3 Performing the migration 

Complete the migration in the specified order by reviewing access, converting direct assignments into 
security groups, and removing redundant access. 

Perform each task in sequence. Each step depends on the outputs of the previous step, so skipping ahead 
is likely to produce inconsistent access. 

6.3.1 Review existing access after turning on RBAC 
Review the security administrators and their converted direct role assignments to confirm the migration 
succeeded and to identify candidates for cleanup. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization. 

• RBAC turned on for the organization. 

The review activity has three purposes: 

• Confirm that all expected security administrators are present and that their grants have been converted 
to direct role assignments. 

• Identify partner security administrators who are members of Company organizations. These are 
candidates for the cleanup phase. 

• Identify patterns of similar permissions across security administrators. These patterns become the 
basis for the security groups you will create. 

1. Select the organization in the Scope Selector. 
2. Go to Access Control > Security Administrators. 

The list of security administrators in the selected organization appears. 

3. Confirm that the list matches the inventory from the assessment phase. 

If a security administrator is missing or unexpected, investigate before proceeding to later migration 
phases. 
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4. Note any partner security administrators who appear in Company organization lists. 

These are candidates for the cleanup phase. 

5. For each security administrator, click the email address and open the Role Assignments tab. 

The converted grants appear as direct role assignments, with member type security administrator. 

6. Document the role assignments for each security administrator and identify groups of administrators 
with similar assignments. 

The groupings are the basis for the security groups you create for the new model. 

You have confirmed that the migration is in a correct state and have produced two artifacts for the next 
phases: 

• A list of partner security administrators in Company memberships (for the cleanup phase). 

• A grouping of security administrators by similar permissions (for the security group creation phase). 

6.3.2 Migrate from direct role assignments to security groups 
Assign roles to the security groups you created, and add security administrators to the appropriate groups, 
so that each administrator's permissions come from group membership. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization. 

• The security groups already created in Elements (locally-created or Entra-provisioned). 

This phase moves the permission management from direct role assignments (per security administrator) 
to indirect role assignments through security groups. After this phase, each security administrator has both 
direct role assignments (from the migration) and indirect role assignments through their security group 
memberships. The direct assignments are then redundant and are removed in the next phase. 

1. For each security group, assign the roles that match the group's intended permission profile. 

Use the role assignment mapping from the planning phase. 

2. Add the corresponding security administrators to each security group. 

• For locally-managed groups, add members in Elements. 

• For Entra-provisioned groups, add the security administrators to the corresponding Entra groups. 
System for Cross-domain Identity Management (SCIM) provisioning synchronizes the membership 
to Elements. 

3. Verify that each security administrator has the expected effective access through group membership. 

Use the Check Access feature. 

Each security administrator now has the same permissions as before, expressed both as direct role 
assignments (from the migration) and as indirect role assignments through security group membership. 
The direct assignments are now redundant and can be removed. 

6.3.3 Remove redundant direct role assignments 
Remove direct role assignments that are now redundant because the same permissions are granted through 
security group membership. 
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Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization. 

• The previous phase complete, so that each security administrator has indirect role assignments through 
security group membership that cover the permissions they need. 

After the previous phase, each security administrator has both direct role assignments (from the migration) 
and indirect role assignments through security groups. The direct assignments are now redundant and 
add unnecessary complexity to permission management. This phase removes them. 

IMPORTANT: 

Keep the direct Elements Editing All role assignment for the root security administrator in each 
organization. This direct assignment prevents accidental lockout if security group membership 
becomes corrupted. 

1. Go to Access Control > Security Administrators. 
2. Click the email of a security administrator and open the Role Assignments tab. 

The tab shows direct, indirect, and inherited assignments. Direct assignments have member type 
security administrator. 

3. Compare the direct role assignments with the indirect role assignments and identify which direct 
assignments are now covered by indirect ones. 

4. Select the redundant direct role assignments and click Delete Assignments. 

Do not delete the direct Elements Editing All assignment for the root security administrator. 

5. Use the Check Access feature to confirm that the security administrator still has the same effective 
access through indirect assignments. 

6. Repeat for each security administrator. 

Each security administrator's permissions now come from security group membership only, except for the 
root security administrator's direct Elements Editing All assignment. The permission model is fully 
consolidated and easier to maintain. 

6.3.4 Remove partner security administrators from company 
memberships 

Remove partner security administrators from Company memberships to keep partner staff managed solely 
by the Solution Provider, invisible to Company Identity and Access Management (IAM) administrators. 

Before you start, make sure you have: 

• The IAM Administrator role or the Elements Editing All role in the partner organization and in the Company 
organization. 

• Role assignments in place for each partner security administrator that grant the access they currently 
have through Company membership. These role assignments can come either through partner security 
group assignments or through direct role assignments from the Solution Provider. 

This is the final phase of the migration. In the previous access model, partner staff were typically added as 
members of Company organizations to gain explicit access. In Elements RBAC, partner staff should belong 
only to the Solution Provider, with access to Companies granted through role assignments. 
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IMPORTANT: 

Before removing each partner security administrator from a Company membership, verify with 
the Check Access feature that they have the equivalent access through role assignments. 
Removing the membership before establishing role-assignment-based access will revoke the 
administrator's access to the Company. 

1. Select the Company in the Scope Selector. 
2. Go to Access Control > Security Administrators. 

The list of security administrators who are members of this Company appears. 

3. Identify the partner security administrators in the list, those who should belong only to the Solution 
Provider. 

Use the inventory from the review phase. Partner security administrators are those who belong to the 
Solution Provider organization in addition to this Company. 

4. For each partner security administrator, use the Check Access feature to confirm that they have 
role-assignment-based access to the Company. 

5. If a partner security administrator does not have role-assignment-based access, configure it before 
continuing. Either add them to a partner security group that has role assignments to the Company, or 
assign them directly from the Solution Provider. 

6. Select the partner security administrators that are confirmed to have alternative access, and click 
Remove from Organization. 

The selected security administrators are removed from this Company's membership. They remain 
members of the Solution Provider and retain access to the Company through role assignments. 

7. Confirm that the partner security administrators no longer appear in the Company's security administrator 
list. Then use the Check Access feature from the Company context to confirm that they still have the 
expected access. 

8. Repeat for each Company that has partner security administrators in its memberships. 

Partner security administrators no longer appear in Company memberships. Company IAM administrators 
can manage their Company's security administrators without seeing partner internal staff. Partner staff 
continue to manage the Company through role assignments at the Solution Provider or Service Partner 
level. 

This completes the migration to Elements RBAC. 

6.4 Verifying the migration 

After completing the migration sequence, verify that all security administrators have the expected effective 
access and that cleanup is complete. 

The migration preserves existing access at every phase, but verification is recommended after the migration 
sequence is complete. Verification confirms that the new access model produces the same effective 
permissions as the previous model. It also confirms that the cleanup activities did not unintentionally remove 
necessary access. 

What to verify 

Compare each security administrator's current effective access against the 
inventory from the assessment phase. The access should be identical except 
where you deliberately changed it during migration. 

Effective access for each 
security administrator 
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Each security administrator should be a member of the security groups that 
grant their required permissions. For Entra-provisioned groups, confirm that 
the synchronization is current. 

Security group 
membership 

For partner organizations, confirm that no partner security administrators 
remain in Company memberships, except where intentionally kept. For all 

Cleanup completeness 

organizations, confirm that direct role assignments have been removed 
where the same permissions are available through security groups. The 
exception is the root security administrator's direct Elements Editing All 
assignment. 

Confirm that SSO Federation works for federated security administrators. 
Also confirm that System for Cross-domain Identity Management (SCIM) 

SSO and SCIM integration 
(if configured) 

provisioning synchronizes security administrators and security groups 
between Entra ID and Elements. 

Verification tools 

Elements provides two key tools for verification: 

Shows the complete effective access for a security administrator in a selected 
organization, combining direct, indirect, and inherited role assignments. Use 
this to confirm equivalence with pre-migration access. 

Check Access 

Shows the full set of role assignments for a security administrator or security 
group, with member type and organization scope. Use this to inspect specific 
assignments. 

Role Assignments tab 

When to verify 

For a single-cutover migration, verify after the final phase is complete. For a phased migration, verify after 
each phase that affects access. This typically means after migrating to group-based permissions, after the 
cleanup phase, and after removing partner staff from Company memberships. 

6.4.1 Verify access after migration 
Use the Check Access feature to confirm that each security administrator has the same effective access 
after the migration as they had before. 

Before you start, make sure you have: 

• The Identity and Access Management (IAM) Administrator role or the Elements Editing All role in the 
organization where you are verifying. 

• The migration sequence, or the phase you are verifying, complete. 

• The pre-migration permission inventory from the assessment phase. 

This task uses the Check Access feature to compare a security administrator's current effective access 
with the access they had before migration. Repeat the task for each security administrator, or for a 
representative sample if the team is large. 

1. Select the organization in the Scope Selector. 
2. Go to Access Control > Role Assignments. 
3. Click the Check Access link in the header. 
4. Enter the email address of the security administrator you are verifying, and click Next. 
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The effective role assignments for the security administrator in this organization appear, including direct, 
indirect (through security groups), and inherited (from parent organizations) assignments. 

5. Compare the effective access against the inventory from the assessment phase. 

The access should be the same. If the migration was supposed to add or remove access (for example, 
by removing redundant direct assignments) check that those changes match the intended outcome. 

6. If the access differs from the expected outcome, investigate the cause. 
7. Repeat for each security administrator, or for a representative sample. 

Each verified security administrator's effective access matches the expected migration outcome. Any 
differences that were found and investigated are fixed. 

6.5 Common migration issues 

Common issues encountered during or after migration include unexpected access changes, role 
assignments that cannot be removed, and synchronization problems with Microsoft Entra ID. 

If verification reveals an issue, the cause is usually one of the patterns described below. 

A security administrator does not have expected access 

Possible causes: 

• The administrator is not a member of the security group that grants the access. Check the security 
group membership and add the administrator if necessary. 

• The security group does not have the expected role assignment. Check the group's Role Assignments 
tab. 

• The role assignment was made at a Company level, but the administrator needs access to a different 
Company. Add a role assignment at the correct scope. 

• For Entra-provisioned groups, the Entra synchronization may be delayed. Wait for the next sync, or 
trigger one manually. 

Use the Check Access feature to see the complete effective access and identify which assignments are 
missing. 

A security administrator has unexpected access 

Possible causes: 

• The administrator is a member of a security group that grants the unexpected role. Review the group's 
role assignments. 

• The administrator inherits the access from a role assignment at a parent organization. Inherited 
assignments cannot be removed at the child level. Go to the parent organization to remove them. 

• A direct role assignment was not removed during cleanup. Remove it from the security administrator's 
Role Assignments tab. 

A role assignment cannot be removed 

Three types of role assignment cannot be removed from the security administrator's Role Assignments 
tab: 

• Indirect role assignments (from a security group) cannot be removed directly. They are removed by 
removing the security administrator from the group, or by removing the role assignment from the group. 
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• Inherited role assignments (from a parent organization) can only be removed at the parent organization. 

• Provisioned group role assignments must be managed by removing the group in Entra ID, since the 
Entra-provisioned group is immutable in Elements. 

Partner security administrators are still visible to Company administrators after cleanup 

If a partner administrator still appears in a Company's security administrator list after the cleanup phase: 

• The administrator may still be a member of the Company organization. Re-run the cleanup procedure 
for that Company. 

• If the partner administrator was added back to the Company through an invitation, remove them again. 

Microsoft Entra ID synchronization is not working 

If provisioned security administrators or groups do not appear in Elements as expected: 

• Verify in Microsoft Entra ID that the Enterprise Application provisioning is enabled and that the connection 
test succeeds. 

• Confirm that the provisioning filters match the names of the Entra security groups you expect to 
synchronize. 

• Check that each Entra user has the email field populated. 

• Initial synchronization can take 20 to 40 minutes after activation. 

The role assignment limit is reached 

If you cannot add a new role assignment because the per-security-administrator or per-security-group limit 
has been reached: 

• Use inheritance instead of repeating the same role assignment at each Company. A single assignment 
at the Solution Provider or Service Partner level applies to all descendant organizations. 

• Consolidate direct user assignments into security groups. 

• Remove redundant or obsolete role assignments. 
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Chapter 7 
RBAC reference 
Topics: 

• Role catalogue 
• System limits 



RBAC reference 

Use these tables and definitions when you need details on roles, system limits, or terminology. 

The role catalogue lists every Elements role and the permissions it grants. The system limits topic gives the 
per-account and per-organization quotas you should plan against. The glossary defines the RBAC terms used 
throughout the guide. 

7.1 Role catalogue 

Elements RBAC organizes roles by capability and permission level, from broad access to precise control 
of specific features. 

Large-scope roles 

Large-scope roles are continuously maintained by WithSecure. When new features are added to Elements, 
these roles automatically include appropriate permissions. 

Table 5: Large-scope roles 

Use case Description Role name 

Root accounts, administrators, full 
access users 

Full editing access to all current and 
future features 

Elements Editing All 

Executive dashboards, auditors, 
read-only monitoring 

Read-only access to all current and 
future features 

Elements Reading All 

NOTE: 

Large-scope roles cannot be decomposed. You cannot exclude Identity and Access Management 
(IAM) from an Elements Editing All assignment or exclude specific capabilities from a large-scope 
role. If you need selective access, use granular roles instead. 

Granular roles by capability 

Granular roles provide precise control over specific feature areas. They are static and do not automatically 
expand when new features are added. 

Table 6: Exposure Management (XM) 

Description Access level Subcategory 

Full access to Exposure Management: Environment, 
Security configurations, Management, Reports, and 
Cloud onboarding 

Editing Exposure 

Full access to use and manage the Vulnerability 
Management system 

Management Vulnerabilities 
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Description Access level Subcategory 

Full access to Vulnerability Management views, 
settings, and findings without system management 
permissions 

Editing Vulnerabilities 

View-only access to Vulnerability Management Reading Vulnerabilities 

View discovery scans for hosts and networks and 
their results 

Discovery scans reading Vulnerabilities 

View and manage discovery scans for hosts and 
networks 

Discovery scans editing Vulnerabilities 

Start and stop discovery scans without viewing or 
managing configurations 

Discovery scans start & 
stop 

Vulnerabilities 

View vulnerability scans for hosts and applications 
(system and web scans) 

Vulnerability scans 
reading 

Vulnerabilities 

View and manage vulnerability scans for hosts and 
applications 

Vulnerability scans 
editing 

Vulnerabilities 

Start and stop vulnerability scans without viewing or 
managing configurations 

Vulnerability scans start 
& stop 

Vulnerabilities 

Read-only access to vulnerability reports and 
security findings 

Reports reading Vulnerabilities 

Edit and manage summary vulnerability and 
vulnerability scan reports 

Reports editing Vulnerabilities 

View remediation tickets and details Tickets reading Vulnerabilities 

Full ticket management for vulnerability remediation 
(requires Tickets reading role) 

Full tickets editing Vulnerabilities 

View and manage own tickets only (requires Tickets 
reading role) 

Own tickets editing Vulnerabilities 

View organization-wide vulnerability management 
settings 

Settings reading Vulnerabilities 
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Description Access level Subcategory 

Manage organization-wide vulnerability management 
settings (requires Settings reading role) 

Settings editing Vulnerabilities 

Vulnerability management system administrator 
capabilities 

Account management Vulnerabilities 

Table 7: Collaboration Protection (ECP) 

Description Access level Subcategory 

Full access to Collaboration Protection views 
including policy management 

Administrator Collaboration Protection 

View-only access to Collaboration Protection views Reading Collaboration Protection 

Editing access to detections and quarantined files Quarantine manager Collaboration Protection 

Table 8: Endpoint Protection (EPP) 

Description Access level Subcategory 

View devices, security events, and Endpoint 
Protection profiles 

Reading Endpoints & profiles 

Complete management of devices, profiles, and 
profile assignment rules for all endpoint types 

Full management Endpoints & profiles 

Management of computers and mobile devices 
(servers read-only) 

Managing non-servers Endpoints & profiles 

Management of server devices (computers and 
mobiles read-only) 

Managing servers Endpoints & profiles 

Table 9: Extended Detection and Response (XDR) 

Description Access level Subcategory 

Read access to detections and configuration for 
Extended Detection and Response 

Reading Broad Context 
Detections 

Manage Broad Context Detection status, 
suppression rules, and reports 

Editing Broad Context 
Detections 
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Description Access level Subcategory 

Review executed response actions and availability 
of results 

List responses Response 

Execute response actions, download results, and 
configure automated actions 

Execute responses Response 

Review, execute filtered searches, and create 
customized views of event data 

Reading Event Search 

Table 10: Environment 

Description Access level Subcategory 

View cloud connections without the ability to make 
changes 

Reading Cloud configuration 

Onboard and offboard cloud products for XDR and 
Exposure Management 

Editing Cloud configuration 

Table 11: Elements administration 

Description Access level Subcategory 

Manage security administrators, security groups, 
role assignments, API keys, and SSO federation. 
The holder of this role can grant all system 
permissions to themselves. 

IAM Administrator Identity and Access 
Management 

NOTE: 

Some roles require other roles to function properly. For example, Full tickets editing requires 
the Tickets reading role. 

Choosing between large-scope and granular roles 

Use Elements Editing All or Elements Reading All when: 

• The security administrator needs comprehensive access. 

• You want automatic access to new features. 

• Simplicity is preferred over granularity. 

• The role is administrative or monitoring. 

Use granular roles when: 

• You need precise feature-level control. 
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• Different teams access different capabilities. 

• Compliance requires separation of duties. 

• You want explicit control over feature access. 

7.2 System limits 

Elements RBAC enforces operational limits on organizations, security groups, security administrators, 
and role assignments to maintain system performance and stability. 
Table 12: System limits 

Description Maximum Limit Resource 
Maximum number of organizations 
a single user account can belong 
to 

50 Organization memberships per 
user 

Maximum members in a single 
security group 

500 Users per security group 

Maximum number of security 
groups a user can belong to 

50 Security group memberships per 
user 

Maximum number of security 
groups that can be created in one 
organization 

100 Security groups per organization 

Maximum number of role 
assignments for a single directory 
member 

100 Role assignments per user or 
group 

Maximum number of security 
administrators in a single 
organization 

1,000 User accounts per organization 

Important notes 

• These limits apply to both locally-managed and Entra-provisioned entities 
• When using Entra ID provisioning, ensure that your provisioning filters do not exceed these limits 
• For partners managing many companies: Users should belong only to the Solution Provider organization 

(one membership), not to individual company organizations 
• Large organizations approaching these limits should contact WithSecure support to discuss architectural 

options 
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Glossary 

Access Control 

Access control is the practice of restricting and 
regulating who or what can view, use, or modify 
resources in a system, based on defined 
permissions and policies. 

Access Without Membership 

The capability for a security administrator to have 
permissions for an organization without being a 
member of it, typically used by partner security 
administrators to manage customer companies. 

Active Directory (AD) 

Active Directory (AD) is a Microsoft directory 
service that centralizes the management of 
network resources such as users, computers, 
and policies, providing authentication and 
authorization within a Windows domain network. 

Agent 

An agent is the client software installed on a 
managed device that enforces protection, reports 
device status, and communicates with the 
management service; more broadly, a program 
that acts on behalf of a user or another system. 

Automation 

Automation is the use of technology to perform 
tasks or processes with minimal human 
intervention, improving efficiency, accuracy, and 
scalability. 

Broad Context Detection (BCD) 

A Broad Context Detection is a group of related 
detections that WithSecure Elements EDR 
correlates into a single incident, ranked by 
criticality, to show the full context of an attack. 

Cloud Service 

A cloud service is an online service or workload 
that is connected to a platform for protection, 
monitoring, or administration. 

Company 

A customer organization, either managed by a 
partner or standalone, that is the lowest level in 
the organizational hierarchy and has no child 
organizations. 

Configuration Keys 

Configuration keys are named settings used to 
preconfigure application behavior and feature 
values during deployment or device management. 

Containment 

Response actions that isolate affected hosts or 
accounts to stop an active attacker from 
spreading and to prevent the theft, alteration, or 
destruction of information. 

Criticality 

The possible impact that a detection would have 
in the customer environment, based on severity 
and the importance of affected hosts. 

Customer Company 

A customer company is a customer organization 
that is created, managed, or serviced within a 
partner-managed platform or service structure. 

Detection 

A detection is an identified suspicious, malicious, 
or policy-relevant event, activity, or finding 
recognized by a security control or analysis 
system. 

Direct Role Assignment 

A direct role assignment grants a role to an 
individual account instead of granting access 
through group membership or another indirect 
path. 

Discovery Scan 

A discovery scan is a scan that identifies assets, 
systems, or targets present in a network or 
environment. 

Effective Permissions 

The combined set of permissions a security 
administrator has in a given organization, 

100 |  Glossary | Elements RBAC 



calculated as the union of all direct, indirect, and 
inherited role assignments that apply. 

Endpoint Detection and 
Response (EDR) 

Endpoint Detection and Response (EDR) is a 
security technology that continuously monitors 
endpoints to detect, investigate, and respond to 
suspicious activity and advanced threats. 

Endpoint Protection 

Endpoint protection is the set of security 
capabilities used to prevent, detect, and handle 
threats on endpoint devices such as workstations, 
servers, and mobile devices. 

Entra ID 

Microsoft's cloud-based identity and access 
management service (formerly known as Azure 
AD). 

Event 

A monitored occurrence on a device that a sensor 
has detected and that matches the definition of a 
detection. 

Exclusion Rules 

Exclusion rules are rules that omit specific files, 
paths, processes, or other items from scanning, 
monitoring, or enforcement. 

Exposure Management 

Exposure Management is a security capability 
that identifies, prioritizes, and helps remediate 
weaknesses and exposures across assets, 
services, and environments. 

False Positive 

A false positive is a legitimate file, message, URL, 
or activity that a security system incorrectly flags 
as malicious, suspicious, or otherwise harmful. 

Federated Account 

A security administrator account, owned by the 
federated organization and authenticated through 
Entra ID, where SSO Federation is enabled for 
the email domain. 

Group Policy (GPO) 

Group Policy (GPO) is a feature in Microsoft 
Windows that allows administrators to define 
security policies, user settings, and system 
configurations across multiple computers within 
a domain. 

Host 

A device that runs a sensor and that the sensor's 
platform monitors. 

Identity and Access 
Management (IAM) 

Identity and Access Management (IAM) is the 
framework of policies and technologies that 
ensures the right users have the appropriate 
access to resources, covering authentication, 
authorization, and the lifecycle of user identities. 

Identity Management 

Identity management is the discipline of creating, 
maintaining, and removing digital identities and 
their attributes so that users and devices can be 
reliably recognized across systems. 

Identity Provider (IdP) 

An Identity Provider (IdP) is a service that creates, 
stores, and manages digital identities, allowing 
users to authenticate and access multiple 
applications securely. 

Incident 

An incident is a security event or related set of 
events that indicates a compromise, policy 
violation, or other threat that requires 
investigation, containment, or remediation. 

Incident Response 

Incident response is the organized process of 
detecting, containing, investigating, and 
recovering from a security incident to limit 
damage and restore normal operations. 

Indirect Role Assignment 

A role assignment that a security administrator 
receives through membership in a security group. 
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Inherited Role Assignment 

A role assignment made at a parent organization 
that automatically applies to all child organizations 
through the organizational hierarchy. 

Lateral Movement 

The process of moving through a network to 
access additional systems after an initial 
compromise. 

Lightweight Directory Access 
Protocol (LDAP) 

The Lightweight Directory Access Protocol 
(LDAP) is an open protocol for accessing and 
managing directory information, such as users, 
groups, and devices, over a network. 

Linux Authenticated Scanning 

Linux authenticated scanning is a scan method 
that connects to Linux systems by using supplied 
credentials or keys to collect scan results and 
system information. 

Local Account 

A security administrator account, owned by the 
security administrator and authenticated with an 
Elements password, created without SSO 
Federation. 

Member 

A security administrator or security group that 
belongs to an organization or to another security 
group. 

Membership 

Membership is the state of belonging to a group, 
organization, directory, or other managed 
collection that affects visibility, access, or 
inherited permissions. 

Mobile Device Management 
(MDM) 

A security solution that enables IT administrators 
to remotely manage, monitor, and enforce 
security policies on mobile devices. 

Multi-Factor Authentication 
(MFA) 

A sign-in method that requires more than one 
form of verification before granting access to an 
account, so a leaked password alone is not 
enough to gain entry. 

OAuth 

OAuth is an open standard for delegated 
authorization that lets an application access 
resources on a user's behalf without exposing the 
user's credentials. 

Offboarding 

Offboarding is the controlled process of removing 
a product, integration, service connection, or 
granted permissions from an environment when 
it is no longer needed. 

Organization 

The container for security administrators, security 
groups, and role assignments in Elements RBAC; 
the three organization types are Solution Provider, 
Service Partner, and Company. 

Organization Hierarchy 

An organization hierarchy is a structured 
arrangement of organizations or 
sub-organizations that defines visibility, 
inheritance, or management relationships. 

Organization Membership 

The state of a security administrator belonging to 
an organization, visible in that organization's 
security administrators list and distinct from 
access. 

Partner 

An organization that manages one or more 
customer companies, either as a Solution 
Provider or a Service Partner. 

Patch Management 

Monitoring the patch status of operating systems 
and third-party software and applying updates to 
close known vulnerabilities. 
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Phishing 

In a phishing attack, an attacker sends a 
fraudulent message posing as a trusted sender 
to trick the recipient into revealing sensitive data 
such as credentials or financial information. 

Privacy 

Privacy is the protection of a person's or 
organization's information from unauthorized 
collection, access, use, or disclosure. 

Profile Assignment 

Profile assignment is the process of applying a 
selected profile to a device, group, or target 
according to manual selection or assignment 
rules. 

Provisioned Entity 

A security administrator or security group 
synchronized from Entra ID through SCIM 
provisioning; provisioned entities are immutable 
in Elements. 

Quarantine 

Quarantine is an isolated storage location or state 
where potentially harmful files, messages, or other 
items are held to prevent them from affecting 
systems or users while allowing later review, 
release, or deletion. 

Resource 

In the RBAC subject-role-resource model, the 
organization where a role assignment applies. 

Role Assignment 

A role assignment is the grant of a role to a user, 
group, or other principal so it receives the 
permissions associated with that role. 

Role-Based Access Control 
(RBAC) 

A security model that restricts system access 
based on user roles and permissions to enforce 
the principle of least privilege. 

Root User Account 

The first security administrator in an organization, 
which receives the Elements Editing All role 
directly as a fallback for organization-level 
recovery; also referred to as the Root account. 

Scan 

A scan is a security check that examines a device, 
system, application, account, or other target for 
threats, vulnerabilities, suspicious activity, or 
policy-relevant findings. 

Scan Node 

A scan node is a host or service component that 
runs scans and reports their progress and results 
back to the management service. 

Scan Templates 

A scan template is a saved, reusable set of scan 
options that can be applied across multiple scans. 

SCIM 

System for Cross-domain Identity Management, 
the protocol Entra ID uses to provision security 
administrators and security groups to Elements. 

SCIM Provisioning 

SCIM provisioning is the automated 
synchronization of users and groups between an 
identity provider and another service by using the 
System for Cross-domain Identity Management 
standard. 

Scope Selector 

A user interface component that can be used to 
broaden or narrow the scope of information that 
is displayed in the WithSecure Elements portals. 

Security Administrator 

A security administrator is a user account that 
manages security settings, access, or operational 
tasks according to the roles assigned to it. 

Security Administrator Role 

A role in the WithSecure Elements Security 
Center granting access to manage security 
configurations. 
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Security Events 

Security events are recorded security-related 
occurrences, detections, or actions that are 
shown for review, monitoring, or response. 

Security Group 

A security group is a collection of users that 
receives shared role assignments so its members 
inherit the same access permissions. 

Sensor 

Software that runs on monitored devices (hosts). 
The sensor monitors the device status and 
communicates with Elements Endpoint Detection 
and Response backend. 

Service Partner 

A service partner is an organization or partner tier 
that manages services, customer organizations, 
or delegated operational responsibilities on behalf 
of others. 

Severity 

The possible impact that a cyber attack could 
have on the network environment based on how 
much damage the attack could do. 

Solution Provider 

A Solution Provider is the top-level partner 
organization tier in the WithSecure Elements 
management hierarchy, which manages customer 
companies and delegates access to partner 
employees. 

SSO Federation 

SSO Federation is a single sign-on arrangement 
where authentication for a domain or service is 
delegated to an external identity provider. 

Subject 

In the RBAC subject-role-resource model, a 
security administrator or security group that 
receives a role assignment. 

Subscription Key 

A subscription key is a unique code that identifies 
and validates a subscription and is used to 
activate WithSecure products for an organization. 

Tenant 

A tenant is an isolated instance of a multi-tenant 
cloud service — such as a Microsoft Entra ID 
directory — that belongs to a single organization 
and keeps its data, configuration, and users 
separate from other tenants. 

User Invitation 

A user invitation is the process or message used 
to add a new user or administrator to a service, 
organization, or managed scope. 

Vulnerability 

A flaw, loophole or unexpected behavior in a 
program or operating system that can be 
exploited by an attacker in order to perform 
unauthorized actions on the affected system / 
device. 

Vulnerability Management 

Vulnerability management is the continuous 
process of identifying, assessing, prioritizing, and 
remediating security weaknesses in systems and 
software. 
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