LR EIEY 7 TR b

ARIRED & (3

ITYVRRAV P EF2UTAERBIIBEVWTCERELEERDOND T 7 A JL/URL I LIBRIRINRET 255D
TZVWET, INETFANICEENZTA—FO—FATA L X a— FIZEULZENRERE LAY BEE
BRIBRE L TRELET, T DIHE WithSecure 7 A L AR T RARIBIMEEE Y 7 TR F W72 1T %
T, BRAEEIBAEZOMEALZEHNE L [2—YH LRI D] 774 LDHEK->TH YR
MINTT7 7 ANLDTRTEZREWVWAZIZCEIITEE A, BEMEOSVRRANZBREMTT T £ TIC
EBREZWEZZWTEY ET, BEVALIRIMEBEEIET VFIVANLRY 7 MEICEL Y BRI
DHNEWNRT 7 AN DOWTIERAIKAD D DNDEEN T I WE T, £ DIHE VirusTotal TEAMITIHIK
e CHAWETZKETEREEG VW Z I —YAITCITHI W72 4, £-BERD"7 7AILEITY 7T
ANTRETZ 7ANOBRELZ ) 7 TR FTEETABRETMAH VEWART 7 A ILIEIRATRT — X
NR=Z~NDEMETHRVEL IS WVWET, ZOBHFOERMER/FFBEREEIT-TBYEFLADT
TTELIZE L,

VirusTotal https://www.virustotal.com/gui/home/upload
[VirusTotal (VAR b—=%2L) B77ALRT =T HA DTILT 2 T7IREZITO V7Y A4 b TH
5, 77 A% VirusTotal IC7 Y 7A— KLY 727494 D URLZEBETNIE, £DT7 7 /L0 7 <
THA D (w2 T72E8EHEI D] RETE S, |

62

4

Community Score

5]) Withsecure B THREIL 7= 7 7 A /L% VirusTotal TF = v 7. 66 fEH 62 A BRE & L THIMT, T Di5
A, BAIXES ¥ TEE T,


https://www.virustotal.com/gui/home/upload

RIRFEIEY 7T X b DREFIE

5.

6.

DT X bEMAESZALE T, (FLEBERIODHR)
1) T ~DOERE

MEZBRTAZI e omHTESIV . BREIAT
lﬂij%ﬁﬁwtmmﬁﬁ vl

@ EETBTET. WithSeaure e F 2 T BEDOSHICT FrILERIE
URLEZGIRTAZEICREL. B HEET3EHEELTED. FORE

K2WTERERS CEKEELEbD EHAEThET,

=i
HOoTNFLT
ZrAIL v

File sample*

+

-
Browseor drag files to this area to upload
Max file size 100 MB

IR FERK TR T 7 AL ZHIL £9, ()

Elements Security Center (CO 7 1 > L £,

K—RRMA RN > X T L (SAS)IEBELE SN E L7,

XElements Y —EXZHMAL TLWRWEE, Y R—FETTHT > MERZ ZTEREL 7230,
(VTR bM] = [UZTZXbEDERR] 227V vy o LET,

YO IAMEHR*
RERA (RIEE) —ERBT7rOAN. v
piitdle
8e2b1a89-c7f9-41d8-92bf-7d0cb633b0ba
HRL-
l WithSecure™ Elements Endpoint Protec...
24 kL
5afe file is being detected as malicious X l
e/ E O ER
Safe file is being detected as malicious

Frtl 4 TR -OERE
U7 IR A —BIERENE T,
VRS
1-1of1 nH
Sk C ERECT S teEAEE <
test BT IV REED T8I 20265F1828 4:53:12

EHERS

202651828 4:53:52

[3 X > ] I Withsecure 5> DEIEZEHNEZE I NE T,

2 axvk e

IIIIEIIII

s =F-#2

wE

S axwh

#0



XEBEDNODEMIAX Y FH B OICREWLLITET,

20261 H2E&REH

Q

LB oo26F1H28 45334
tetsuya.seino+13@withsecure.com

This is test comment.

° 20265F1A 28 4:53:52
tetsuya.seino+13@withsecure.com

Please close this ticket.

| PAE:
A. WRIET 7 4 )L (“infected” T/ A 7 — R{F ZBES ML 2IP L)
B. 1&%0% (Backdoor:W32/Pushbot.gen!A %)
XEPP DIFHR" VIV = TIRE " BBHRTF L7c 7 7 M Ve RRd 5" TCHRRENET,

Bl 779& 274 LRI - WithSecure™ Elements Agent - o x
HERE TOv0RS BA REshlnEs Uk f))
— L

INSOEBGTATARRRREEN TV REICE I/ 1-FICEERETILITIZ A,
Lk FATh 24
> 2023/02/22 16:0026 6510d627091873¢2bS7597beffa5Me28381361 bin

Vv 2023/02/22 16:00:20 [ 1873c2bS 1.bin

TEOEF: CAUsers\Administraton AppData\LocalTemp\ Temp1_Actual virus file

> 2023/02/22 15:58:53 FLLFFAF FEaAvhin EICAR Test File

C. ZWBERM I EFRBILIVELRY FT, 2bEISEBIIZIY)
D. BMEIL/=TNNARDA v & —>v MMEEE

3418 1]
THREDA—ATWBIFEXDHAELGY) £, (- —MNEL2LHLTWE 7 7 A LARIEINTH

[ Possible safe file is being detected as Virus by WithSecure products. | & Z8&, L T 72& Ly, (l—*f\ﬁ“)fiﬁﬁ &
HIBT L TWB 7 7 A ILAMRA & 72 W I5E [Possible malicious file is not detected by WithSecure products] &
LHL TSV, FT7TAVRIBOFEFT 774 VANAEZ =27 7 AV TOEBIENRELR [Please fix
this in offline pattern file.] &3BE L T 72 Ly,

¥ ¥ VB

A—HPHPHANTER LR U 7 FEZRA L, BoDICERIMTH S EHEINTVDIHEIEZAF v~
BROMERE T D — IR E T > TSR E WY,

BAEXS
RERHEAARENIEEROFEILEE R Y £ L7z, BIHARD SAS 72 ZH B Z& 0,


https://www.withsecure.com/jp-ja/support/contact-support/email-support

BE7 74 VETFIE

o RELBDLIBZ77M1VDHEE
—Windows EPP &
UTINEALF v EENLL, BAESNZ7 7 AL EETFRIL TS0, BECE+o4R
TEREBEVELES, BSbar BERY T4 LRAF v 2B L TLZE 0,

ElementsEPP [[REERTFELA-TATL%ZERTT S| FlE

https://www.withsecure.com/userguides/product.html#business/computer-protection-

windows/latest/ja/release_a_program_from_quarantine-latest-ja

¢ BS Client Security/Server Security [PRBERTFELA-TA T L%ERT 5] FlE

https://www.withsecure.com/userguides/product.html#business/client-

security/16.00/ja/release_a_program_from_quarantine-16.00-ja

—Linux EPP &
1) 2 — L AL (Linux Security/EPP for Linux)h* b DETT

BABFNIEN Y 2 — LDIFE, ZE T T7ANETD T 7ANVNKICEETHETT 74 IVETHATEE
Td, URr—LEINT=T7 7AIIZIZ malware’ BT E NTTDOIBFTICEFEE LE T £ 9,

tEstmalware

o REMDWEIUALBEWVWT 74 ILDHE
T EC KB EC&E D WithSecure Quarantine Dumper ZF|H L TBES N7=7 7 1 L= NET 3,

https://community.withsecure.com/ja/kb/articles/29662

1. 20Uy o%xs )y LT, EREDOHRT (Fl: ci¥temp) ICXT7>»O—FLET,
32 £ b AR: https://download.withsecure.com/support/tools/wsdumpgrt/wsdumpgrt.exe

64 £ kAR https://download.withsecure.com/support/tools/wsdumpgrt/wsdumpqrt64.exe

2. axv RF7ar7h (CMD) zi&Egh L £,

3. FIBE1 TEIRLAEGATICT AL MUAEBELET, 72& 2 1E. cd c¥temp¥E AL, F—HK—FD
Enter ¥ —%#F L T c:¥temp¥ 74 L X—ICBEL T,



https://www.withsecure.com/userguides/product.html#business/computer-protection-windows/latest/ja/release_a_program_from_quarantine-latest-ja
https://www.withsecure.com/userguides/product.html#business/computer-protection-windows/latest/ja/release_a_program_from_quarantine-latest-ja
https://www.withsecure.com/userguides/product.html#business/client-security/16.00/ja/release_a_program_from_quarantine-16.00-ja
https://www.withsecure.com/userguides/product.html#business/client-security/16.00/ja/release_a_program_from_quarantine-16.00-ja
https://community.withsecure.com/ja/kb/articles/29662
https://withsecure.vanillacommunities.com/home/leaving?allowTrusted=1&target=https%3A%2F%2Fdownload.withsecure.com%2Fsupport%2Ftools%2Fwsdumpqrt%2Fwsdumpqrt.exe
https://withsecure.vanillacommunities.com/home/leaving?allowTrusted=1&target=https%3A%2F%2Fdownload.withsecure.com%2Fsupport%2Ftools%2Fwsdumpqrt%2Fwsdumpqrt64.exe

4. Y —)LEFEITT SICI1E. wsdumpgrt.exe -dc:¥temp¥ & AD L £ 9,

5. 7RVTIARRINIOBEEOERBEREZ AL TSI L, WithSecure D7 A £ v AFIEA KR
INEd,

6. ALY AFAICARTHHEIIC, REETR 7O - LTSI,

7. 7A€V RELBEICAERET HICE. F—F—FOEZ®RLET,

8. EITATTTDICIE. FEOF—AML TSN, BHShIZT7 7/ 01E. FIE1 TEE L5
2. T 74 b0/ T7—F (infected) AffUv7z [malware_samples.zip] & W5 7 7 A JLIZIRE X
nNxJ,

vy ZRAIZDWNT

40 > 7 )L Generic.malware.[variant], Generic.[variant], gen:win32.malware.[variant], Gen:variant.

IRy IBMEET FANNDT —RZNRNZ—VENMELUL TWARHBEICKRELET, BFENXX—VT7 7
AINZBEFINTWDTALZADIBFRICT 7 A LDB—HL7=bIFT ;tt;w% BEEEA 7 7ML B
By raO—REWoT-BENEN Y 4w_m&Liﬂfu6@D\LnyzUvﬁﬁmﬁﬁﬂr%
T HAEENHY FT, COMBIENREZ—V 7 7 ALBEORMETIZR L [5HLWRDEWITIEAT
5] X274 — - RUT—=ILBEDTT, 77 A ILDEMREBR TT Y XILIERREZIBHIAAL, Bt
MT?Vﬁwﬁ%%@Uxﬁﬂ%%T75%?%&%%$ﬁﬁéﬁﬁ¢%$#ﬂ ECd, THE %m\
BT R— bAT U RIVIEAZZ ZIRHECES W, UTLRALRF vV OBRNA 7L EZER L. ZD
THINERNTOZE 7 7 ANVEREZITOFTHNURIETT, TDHFE, ZE 7+ LEZAOEF 1Y T4
—ETAY EFTOTITEFELLES L,



