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̔ Ⱨ‮ 

ψʺ Ṝ Ⱳ χ ϬṁτṜ ήϦοΣϤʺ τ ϤχσΜᾢϤʺ
χṜ ψʺ Ṝ∏Ⱳχ χН˔ЅдрϬṁτΰοΣϤϘβʻ χ π►
ήϦοΜϥᵓּזʺ ΣϢόД˔Ќψʺ Ṝ∏χσΜᾢϤᴯἋχϜχρσϤ
Ϙβʻ 

ϳϰЇЈϺвϯᶴ꜠ᵓּזˢӟᴞʺ ʺˣψזּ χ χ ᶎήτ Ϭṍΰ
οΜϘβΥʺ τṜ∏ήϦοΜϥ χ῏Ϥʺ ʺϘθψʺ χ τṁ
ξΜθ֫ χὫᴮτνΜοʺ ʺψזּ ᴡσϥ Ϝ ϩσΜϜχρΰϘβʻ
τṜ∏ήϦοΜϥ▫ ψʺ ⁮σΨ  ήϦϥ ›ΥΚϤϘβʻ  

ψ2024 5Ὦᾝ∕χ ϬṁτṜ ήϦοΣϤϘβ 

 

̔  

WithSecureĤẉόζχкЁψϳϰЇЈϺвϯᶴ꜠ᵓּזχ πβ Ϙ̒θʺ
χזּ ΣϢόṜ‹˗кЁψ Μ̋γϦϜ χזּ πβʻ τṜ∏ήϦο
Μϥ οχ ψʺᵺ ᶆּזχ Ϙθψ πβʻ τזּꜛʺπψזּ
ήσΜ ΣϢό τḩβϥʺΜΤσϥ χ Ϝ׃ ṏΰϘβʻ 

 

̔ χỨ♁ 

χ ⌠ᾂψ Υזּ ΰοΣϤʺ τϢϥẨזּ Ψʺ χԁ πΚμ
οϜ βϥάρψπΦϘδϭʻϘθʺ ϜπΦϘδϭʻ 

 

̔Σ Μ›ϩδ 

ψזּ τⱢ χᵠ τ︡Ϥ ϭπΜϘβʻζχθϛʺ τḩβϥέל ʺ
έӪᾋʺέ έίΜϘΰθϣʺ  japan@withsecure.com Ϙπέ
ΨιήΜʻ  
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1. ψαϛτ 

ψWithSecureĤ Elements EPP for Computersˢӟᴞʺˮ Elements EPP˯x χἸ г˔
Ѓ˔ʺϘθψ ᴣг˔Ѓ˔ρΰοΣ►ΜΨιήϥΣẁ Ϭ ρΰθʺWithSecureĤ 
Elements Security Center (ӟᴞˮESC˯ ) χϹϱЖπβʻ 
Ϙγʺˮ 2.Elements Security Centerᵵ ˯τΣΜοʺESCχᵵ ρʺ ꜛχᵵ ρṪ τν
Μο ΰϘβʻ 
άχ χ ψʺˮ 3. Elements Security Centerϒχ ρкϽϱр ӟ˯‭χ Ϭέ ᵔΜ
θιΨθϛχ τӡ ξΪϣϦοΜϘβʻ 
 
̞ ψ2024 2Ὦᾝ∕χ ϬṁτṜ ήϦοΜϘβʻ₈ῇʺ ⁮σΨ Υ  ήϦ
ϥᴦ ΥΚϤϘβʻ 
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2. Elements Security Centerᵵ  

άάπψʺᴞ χ  ᵵ τ μοʺESCχᵵ τνΜο ΰϘβʻ 
 

2.1. ᴂУжϳЃ 

ESCψʺӟᴞχУжϳЃτ ᴂΰοΜϘβʻ 
ü Microsoft EdgeχΩ χН˔Ѕдр 
ü Google ChromeχΩ χН˔Ѕдр 
ü Mozilla FirefoxχΩ χН˔Ѕдр 
ü SafariχΩ χН˔Ѕдр 

 

2.2. Elements EPPχ   

Elements EPPψʺᶆЀрСв˔ЌτϱрІЕ˔иήϦϥElements EPPϼжϱϯрЕρʺ
ζϦϣϬ Ḛ βϥθϛχESCτϢμο  ήϦοΜϘβʻ 

 

¶ Elements EPPϼжϱϯрЕ 

Elements EPPχϼжϱϯрЕτψ͏νχ ΥΚϤϘβʻ 

 

ü ϼжϱϯрЕ ϵ˔ЅϴрЕ 

ϼжϱϯрЕOSΰΪχЊТЕϳϴϯπβʻWindowsρMacΥΚϤϘβʻ 

ü Ђ˔Н˔ ϵ˔ЅϴрЕ 

Ђ˔Н˔OSΰΪχЊТЕϳϴϯπβʻWindows ServerʺLinuxΥΚϤϘβʻ 

ü ЯНϱи ϵ˔ЅϴрЕ 
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ЯНϱиOSΰΪχЊТЕϳϴϯπβʻAndroidρiOSΥΚϤϘβʻ 

 

¶ Elements Security Center 

ϼжϳЖ τΚϥЪ˔ЌиЂϱЕπβʻWEBУжϳЃϬ►μοϯϼЈІΰϘβʻ 

ESCΤϣElements EPPϼжϱϯрЕϬ Ḛ βϥάρΥπΦϘβʻ 

 

̞Elements EPPϼжϱϯрЕχϱрІЕ˔иФкϽжЭψʺESCΤϣЍϳрк˔
ЖΰοΨιήΜʻ 

CD-R/DVD-R χ πχ ằ ψέίΜϘδϭʻ 

 

2.3. Elements Security CenterϯϸϳрЕχᵵ  

ESCτψӟᴞ2 χϯϸϳрЕΥΚϤϘβʻ 
 

¶ ḼỘϯϸϳрЕ 

Σẁ χ βϥḼỘ(Ϙθψ )Ϭ βϯϸϳрЕπβʻ 

Elements EPPϬέἸ ΜθιΜθΣẁ ψʺ 1νχḼỘϯϸϳрЕϬ ⱱΰϘ
βʻ 

ḼỘϯϸϳрЕχ τ E̋lements EPPϼжϱϯрЕϬϱрІЕ˔иΰθꜛּזχЀр
Св˔ЌΥ ήϦϘβʻ 

 

¶ г˔ЃϯϸϳрЕ 

ESCϒкϽϱрβϥθϛχг˔ЃϯϸϳрЕπβʻ 

ḼỘϯϸϳрЕ⌠ Ⱳτ ζ̋χḼỘχḚ ⌠ρΰοг˔ЃϯϸϳрЕϬיּ ΰϘβ  ̒

ḼỘϯϸϳрЕẉό βϥElements EPPϼжϱϯрЕϬḚ βϥτψʺг˔Ѓ
ϸϳрЕϬ► ΰοESCϒкϽϱрΰʺᶆ χ Ḛ Ṑ Ϭ► ΰϘβʻ 

г˔ЃϯϸϳрЕψʺ ᴥ⌠ ʾ⌡ Υᴦ πβʻ 

 

г˔ЃϯϸϳрЕτψӟᴞ2νχᾂᾢΥΚϤϘβʻ 

ü Ḛ  יּ

βϓοχESCṐ Ϭ► πΦϘβʻ 

ü ϙ︡Ϥ  

χ ϙ︡ϤιΪπ  ψπΦϘδϭʻ 

̞г˔ЃϯϸϳрЕψʺꜛ ⌠ ήϦϘδϭʻΣẁ έꜛ πг˔ЃϯϸϳрЕϬ
⌠ ΰοΨιήΜʻ 
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2.4. жϱЈрІϺ˔χᵵ  

Elements EPPπӌϩϦϥжϱЈрІϺ˔ψʺֽ Ⱬ20ὥΤϣσϥЀ˔Жπβʻ 
άχжϱЈрІϺ˔Ϭ► ΰʺḼỘϯϸϳрЕχ⌠ ʺElements EPPϼжϱϯрЕχϱр
ІЕ˔иϬ“ΞάρΥπΦϘβʻ 
жϱЈрІϺ˔τψӟᴞχ▫ ρ ΥΚϤϘβʻ 

 

ü жϱЈрІϺ˔ψ E̋lements EPPϼжϱϯрЕχϱрІЕ˔иⱲτ πβ ж̒
ϱЈрІϺ˔Υ Μ › E̋lements EPPϼжϱϯрЕϬ► βϥάρψπΦϘδ
ϭʻ 

ü ͍νχжϱЈрІϺ˔Ϭ χ π πΦϘβΥʺ ᴦ σ ψἸ τ
ϢϤὨϛϣϦοΜϘβʻ 

ü ḼỘϯϸϳрЕχ⌠ ⱲτжϱЈрІϺ˔Ѐ˔ЖΥ πβʻ 

ü жϱЈрІϺ˔τψ ῟ṍᾢ ΥΚϤϘβʻ ῟ṍᾢ ϬᵃΧϥρζχжϱЈр
ІϺ˔Ϭ► ΰοΜϥElements EPPϼжϱϯрЕψ► πΦσΨσϤϘβʻ 

ü жϱЈрІϺ˔ψ זּ Ϭ ΰοԁӪ(гИ˔ϼ)πβʻ 

ü 20ὥχֽ ⱫΤϣ Ϥʺ4ὥγνМϱТрϬỄϭπ ṜήϦϘβˢ ΰʺЯНϱ
и χϺ˔ψʺάχᾢϤπψΚϤϘδϭˣ̒  
ʿ1234-ABCD-5678-EFGH-90JK 

 

2.5. ► ᵫ◐Ϙπχ Ϧ 

Elements EPPϬ βϥθϛχ ρΰοʺӟᴞχ︣ Υ τσϤϘβʻ 
ü ESCϒϯϼЈІβϥӮχг˔ЃϯϸϳрЕϬ⌠ ΰϘβ 

ü ESCΤϣϱрІЕ˔иФкϽжЭϬЍϳрк˔ЖΰʺElements EPPϼжϱϯр
ЕϬϱрІЕ˔иΰϘβʻ 

ü ϱрІЕ˔иΥḁ βϥρʺᶆЀрСв˔ЌΥESCϒꜛ ήϦʺ Ḛ Υ
πΦϥϢΞτσϤϘβʻ 
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3. Elements Security Centerϒχ ρкϽϱр 

ESCЂϱЕϒχ ψʺWEBУжϳЃτοӟᴞχURLϬ ΰϘβʻ 
https://elements.withsecure.com/ 

 

ӟᴞχᵊ ΥᵫΦϘβχπʺάάΤϣˮг˔Ѓ˔ ˯ρˮОІм˔Ж˯Ϭ ΰʺкϽϱр

ЩЌрϬϼзАϼΰϘβʻ

 
 

̞20246Ὦ30ӟ‭г˔Ѓ˔ Υ ♁ρσϤϘβӮ Ю̋˔иϯЖйІϬέ ΨιήΜʻ 

https://elements.withsecure.com/
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4. Elements Security Centerχᵊ  

άάπψʺESCτΚϥ ⌠ χЮИв˔τνΜο ΰϘβʻ 
 

4.1. Elements Security CenterЮИв˔ᵵ  

ESCϒкϽϱрϬβϥρʺӟᴞχᵊ Υ ꜘήϦϘβʻ 
 

 

A. ЂϱЖЮИв˔ 

Ṑ έρτЮИв˔ΥϘρϛϣϦοΜϘβʻ ⱱΰοΜϥ τϢϤϯϼЈІπΦϥЮ
Ив˔τ ᾢΥΚϤϘβʻ 

 

B. ꜘᵊ  

ΰθЂϱЖЮИв˔χ Ϭ ꜘΰϘβʻ 
 

C. ζχ ЮИв˔ 

ζχ χЮИв˔ЩЌрπβʻ 
 

  

! 

. 

/ 
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5. Ш˔Э 

 
άάπψʺESCχШ˔ЭτνΜο ΰϘβʻ 

 

5.1. Elements Security CenterШ˔Эᵵ  

ESCχШ˔ЭϬ βϥρʺӟᴞχᵊ Υ ꜘήϦϘβʻ 

 

ü ᵵ  
Elementsχ σ ệϬ ӃπΦϘβʻ 
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ü Endpoint Protection 
Elements Endpoint ProtectionτḩβϥЍАЄвЩ˔Жπβʻ 
ϞЂ˔Н˔χ ệϬϽжТϰϸиτ ӃβϥάρΥπΦϘβʻ 

Ϙθ ᴞ̋ τΚϥ χ‮ πψʺ Υ σᴦ χΚϥⱧ ΥṜ∏ήϦοΜϘβʻ 
 
 

 

ü Detection and Response 

Elements Endpoint Detection and ResponseτḩβϥЍАЄвЩ˔Жπβʻ 
ϱрЄДрЕχ Ϟ ᴂχ ệϬᵵḢβϥάρΥπΦϘβʻ 
 

5.2. ṛДНϱІχ ᴥ 

Endpoint Protectionχᵊ πψḚ βϥДНϱІϬ ṛτ ᴥβϥάρΥπΦϘβʻ 
άχ‮ πψʺ χДНϱІϬ► ΰοΜϥг˔Ѓ˔τжϱЈрІϺ˔ρϱрІЕ˔иЯ
Ѕв˔иϬЍϳрк˔ЖπΦϥURLϬ βϥάρΥπΦϘβʻ 
г˔Ѓ˔ψ ΰθЮ˔иτṜ∏ήϦοΜϥURLΤϣʺꜛ ꜛ πϵ˔ЅϴрЕϬϱрІ
Е˔и ΥΚϤϘβʻ 
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˘ ᴥβϥ Ϭ ΰϘβʻ 

 

 

˙ ϱрІЕ˔изрϼϬ βϥЮ˔иϯЖйІϬ ΰʺ ЩЌрϬϼзАϼΰ
Ϙβʻ 

 

ü χЮ˔иϯЖйІτ ϥ∑ψ χЮ˔и ϯЖйІϬϸрЫʺЈЬЀкрʺ
ΰΜ“πỸ ϤάρΥπΦϘβʻάϦτϢϤ χЮ˔иϯЖйІϒԁ τ π
ΦϘβʻ 

ü ϬCSVТϮϱиΤϣϱрЪ˔ЕβϥάρϜᴦ πβʻ 
ü [ ]ЩЌрϬᴃβάρπ χЮ˔иϯЖйІτЮ˔иΥ ήϦϘβʻ 
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6. ḕẽ 

6.1. ДНϱІ 

[ДНϱІ] πψʺ ήϦοΜϥДНϱІχІГ˔ЌІ Ϭᶎ βϥάρΥπΦϘβʻ 
 

 

ЀрСв˔Ќ/ЯНϱиДНϱІ/йϹЄ˔ЯНϱиДНϱІ/Connector/ ῐήϦοΜσΜ
ДНϱІχЌУϬ ΰοʺᶆДНϱІχ Ϭ ꜘΰϘβʻ 
ЌУЮИв˔πψζχϯϸϳрЕ χ οχЀрСв˔ЌρЯНϱи ԁ π ꜘήϦϘβ  ̒
 

 
 
 

‮   

ЀрСв˔Ќ ḼỘϯϸϳрЕ χ οχЀрСв˔ЌΥԁ π ꜘ 

ЯНϱиДНϱІ ḼỘϯϸϳрЕ χ οχЯНϱиΥԁ π ꜘ 

Connector ḼỘϯϸϳрЕ χ οχConnectorΥԁ π ꜘ 

ῐήϦοΜσΜДНϱІ Active DirectoryϬ► ΰθ∑τ EPPΥϱрІЕ˔иή

ϦοΜσΜ Ϭԁ π ꜘ 
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6.1.1. ϯϼЄдрЮИв˔ 

ДНϱІ χ֒ τΚϥϯϼЄдрЮИв˔ϬϼзАϼβϥρʺДНϱІχ ᴥϞϵϼІ
Ъ˔ЕτḩβϥЮИв˔Υ ꜘήϦϘβʻ 
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¶ ϯϼЄдрЮИв˔ 

 
¶ ДНϱІχ ϬḚ βϥ 

ṛДНϱІϬ ᴥΰθ∑χ Ю˔иχІГ˔ЌІϬḚ ΰϘβʻ 

 

ü ΰθЮ˔иχ ῟ᴟʺ™ Ϭם☼βϥάρΥπΦϘβʻ 
  

‮   

ṛДНϱІϬ ᴥ [ ṛДНϱІϬ ᴥ]ə τӱ ΰϘβʻ 

ˮ5.2ṛДНϱІχ ᴥ˯Ϭ╥  

ДНϱІχ ϬḚ βϥ [ДНϱІχ ϬḚ βϥ]ə τӱ ΰϘβ 

ꜛ ⌡ ϬḚ βϥ [ꜛ ⌡ ϬḚ βϥ]ə τӱ ΰϘβʻ 

֫ χḚ  [֫ χḚ ]ə τӱ ΰϘβʻ 

⌡ ήϦθДНϱІχḚ  [⌡ ήϦθДНϱІχḚ ]ə τӱ ΰϘβʻ 

ДНϱІϬϵϼІЪ˔ЕˢCS

Vx  

ЀрСв˔ЌχйЪ˔ЕΥCSVἹ꜠πЍϳрк˔ЖήϦ

Ϙβʻ 
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¶ ꜛ ⌡ ϬḚ βϥ 

ϷТжϱрχДНϱІϬꜛ τЪ˔ЌиΤϣ⌡ βϥṐ πβʻДНϱІΥ⌡ ήϦϥϘ
πχϷТжϱрχṍḧϬ ṰβϥάρΥπΦϘβʻ 

 
ü ᴦ σṍḧψ7 Τϣ365πβʻ 
ü ⌡ ήϦθДНϱІΥϷржϱрτσμθ ›ʺжϱЈрІ τἋΦΥΚϦωʺ™
όЪ˔Ќиτ ήϦϘβʻἋΦΥ Μ ›ψʺжϱЈрІψ ῟χϘϘρσϤʺ
ψ ῐήϦϘδϭʻ 

 

¶ ֫ χḚ  

ϒχ ⌠χ Ϭᶎ πΦϘβʻ 
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¶ ⌡ ήϦθДНϱІχḚ  

⌡ ήϦθДНϱІϬ™ ῟τβϥάρΥπΦϘβʻ 

 

¶ ДНϱІϬϵϼІЪ˔ЕˢCSVx 

ήϦοΜϥДНϱІԁ ϬCSVπϵϼІЪ˔ЕβϥάρΥπΦϘβʻ 
 

6.1.2. ІГ˔ЌІ ꜘχϸІЌЫϱЇ 

ДНϱІχІГ˔ЌІ ꜘϬϸІЌЫϱЇβϥάρΥπΦϘβʻ 
 

¶ РиЕϱрχІГ˔ЌІЈАЕ 

РиЕϱрχІГ˔ЌІЈАЕϬ  βϥάρπʺ ꜘβϥІГ˔ЌІϬ  βϥάρΥπ
ΦϘβʻЀрСв˔ЌʾЯНϱиДНϱІʾConnectorχᶆЌУπ ꜘήϦϥ ψӰσϤ
Ϙβʻ 
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¶ ϸІЌЫϱЇРв˔χ  

Рв˔ϬϸІЌЫϱЇΰο βϥάρΥπΦϘβʻ 
 

˘ χ χЩЌрϬϼзАϼΰϘβʻ 

 

˙ ꜘΰθΜ Ϭ ΰϘβʻ 

 

 
ü [ χ ]πЖжАϽϯрЖЖкАФβϥάρπІГ˔ЌІГ˔Уиπχ ꜘӡ
Ϭ  βϥάρΥπΦϘβʻ 
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˚ [ Ϭ Ϊο ]ϬϼзАϼΰϘβʻ 

 
˛ Рв˔ Ϭ ΰ[ ]ϬϼзАϼΰϘβʻ 
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˜ [ЫϱРв˔]τ⌠ ΰθРв˔Υ ήϦϘβʻ 

 

 

6.1.3. [ЀрСв˔Ќ]ЌУ 

WindowsʺMac̋Linuxτḩβϥ Ϭԁ πᾋϥάρΥπΦϘβʻϘθʺДНϱІϬ
βϥάρπ ϒχϯϼЄдрϬם☼βϥάρΥπΦϘβʻ 
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¶ ϯϼЄдр 

 

‮   

ІГ˔ЌІϯАФД˔ЕϬ

ϥ 

ESCτ ήϦοΜϥДНϱІ ϬΩ χ τϯА

ФД˔ЕΰϘβʻ 

ṍήϦθט ⌠ϬϺарЈи

βϥ 

[ϯϼЄдр]π◙ ΰθ ⌠ϬϺарЈиΰϘβʻ 

ЊТЕϳϴϯϯАФД˔ЕϬ

ϱрІЕ˔и 

[ОАЎḚ ]τ ꜘήϦοΜϥОАЎϬϱрІЕ˔иΰ

Ϙβʻ 

ІϺар ϳϱиІІϺарϞОАЎḚ χЊТЕϳϴϯχІ

ϺарϬΰϘβʻ 

ФкТϮϱиϬ◙ βϥ βϥФкТϮϱиχ  ϬΰϘβʻ 

жЦиϬḚ βϥ жЦиχ ᴥʺῖḊʺ⌡ ϬΰϘβʻ 

жϱЈрІϬ  βϥ ДНϱІτ βϥжϱЈрІϺ˔Ѐ˔ЖϬ  ΰϘ

βʻ 

ДНϱІϬ⌡ βϥ ESCΤϣ ήϦοΜϥДНϱІϬ⌡ ΰϘβʻ 

КАЕм˔ϼχᶖ  КАЕм˔ϼΤϣДНϱІχᶖ ʺᵔ ϬΰϘβʻ 

™Ṟ  ДНϱІχ™Ṟ ʺϜΰΨψ WithSecure Agentχ™Ṟ

ϬΰϘβʻ 

⌠ ТϮϱиχзЯ˔Е︡ ʺϜΰΨψʺДНАϽкϽ

χ ῟ᴟϬΰϘβʻ 

ДНϱІτЮАЈ˔ЅϬ

βϥ 

ДНϱІτЮАЈ˔ЅϬ ΰʺЪАФϯАФ ꜘήδ

Ϙβʻ 

ЈϺвзГϰṐ ϬϷТτβ

ϥ 

Elements EPPχᶆṐ Ϭ ῟ᴟτΰϘβʻ 

ЈϺвзГϰṐ Ϭ ᾕβϥ ῟ᴟτΰθElements EPPχᶆṐ Ϭ ῟ᴟΰϘβʻ 
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Á ІГ˔ЌІϯАФД˔ЕϬ ϥ 

ДНϱІχ ϬESCτ ΰʺІГ˔ЌІϬΩ τΰϘβʻ 
 
Á טṍήϦθ ⌠ϬϺарЈиβϥ 

[ДНϱІτЮАЈ˔ЅϬ βϥ]̋ [ЊТЕϳϴϯ ϯАФД˔ЕϬϱрІЕ˔и]χϯϼ
ЄдрϬϺарЈиβϥάρΥπΦϘβʻ 
 
Á ЊТЕϳϴϯϯАФД˔ЕϬϱрІЕ˔и 

ЊТЕϳϴϯϯАФД˔ЕχϱрІЕ˔иϬ◙ꜘβϥάρΥπΦϘβʻάάχОАЎϬ◙
βϥχπψσΨʺ σςχϸГЁзϬ◙ ΰϘβʻϘθʺϱрІЕ˔иχІϾЅв˔и
Ϭ◙ βϥάρϜπΦϘβʻ 
 

 

Á ІϺар 

ЫиϳϴϯχІϺарϜΰΨψ χЊТЕϳϴϯϯАФД˔ЕχІϺарϬ◙ꜘβϥά
ρΥπΦϘβʻ 

 

Á ФкТϮϱиϬ◙ βϥ 

ФкТϮϱиϬ  βϥάρΥπΦϘβʻ 

 

Á жЦиϬḚ βϥ 

жЦиχ ᴥʺῖḊʺ⌡ ϬπΦϘβʻ 

ϯрϱрІЕ˔и ДНϱІτϱрІЕ˔иΰθ Elements AgentϬϯрϱ

рІЕ˔иΰϘβʻ 
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Á жϱЈрІϬ  βϥ 

WindowsʺMacДНϱІπ► βϥжϱЈрІϬ  βϥάρΥπΦϘβʻ 
 

 

Á ДНϱІϬ⌡ βϥ 

ESCΤϣ ήϦοΜϥДНϱІϬ⌡ ΰϘβʻ ψʺДНϱІΥ™ ESCτ ήϦ
θ ›ʺζχДНϱІψ™ ήϦϘβʻ[ДНϱІχ™ ᴥϬУкАϼβϥ]ϷФЄдрϬ
◙ βϥρʺДНϱІψ™ ήϦϘδϭʻ 

 

Á КАЕм˔ϼχᶖ  

ДНϱІϬКАЕм˔ϼΤϣᶖ ρʺᶖ ήϦθДНϱІχᵫ ϬβϥάρΥπΦϘβʻ 

 

Á ™Ṟ  

OSχ™Ṟ ʺϜΰΨψElements Agentχϙχ™Ṟ ϬβϥάρΥπΦϘβʻ 

 

Á ⌠ 

ἇ›ᵔ τ σ Ϭ︡ βϥάρΥπΦϘβʻ︡ ΰθ ψʺESCϒꜛ
τϯАФк˔ЖήϦϘβʻϘθʺДНАϽкϽϬ ῟τβϥάρπʺ χ ӟ
χ Ϭ ϥάρΥπΦϘβʻ 
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Á ДНϱІτЮАЈ˔ЅϬ βϥ 

ДНϱІτЮАЈ˔ЅϬ πΦϘβʻЮАЈ˔Ѕχ ψʺ ⱲρІϾЅв˔иχςκϣ
Ϝᴦ πβʻ 
 

 

ü ήϦθЮАЈ˔Ѕψʺᴞ χϢΞτЪАФϯАФ ꜘήϦϘβʻ 

 

Á ЈϺвзГϰṐ ϬϷТτβϥ 

Elements EPPπ ằΰοΜϥЈϺвзГϰṐ ϬϷТτβϥάρΥπΦϘβʻ 
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Á ЈϺвзГϰṐ Ϭ ᾕβϥ 

ϷТτΰθЈϺвзГϰṐ Ϭ™ ῟ᴟβϥάρΥπΦϘβʻ 

 

Á ϯрϱрІЕ˔и 

ДНϱІΤϣElements EPPϬϯрϱрІЕ˔иΰʺESCΤϣДНϱІϬ⌡ ΰϘβʻ
ДНϱІτḩβϥESCχД˔ЌϜ ο⌡ ήϦϘβʻ 
 

6.1.4. [ЯНϱиДНϱІ]ЌУ 

ЯНϱиДНϱІτḩβϥ Ϭԁ πᾋϥάρΥπΦϘβʻϘθʺДНϱІϬ βϥά
ρπ ϒχϯϼЄдрϬם☼βϥάρΥπΦϘβʻ 
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¶ ϯϼЄдр 

 

6.1.5. [Connector]ЌУ 

Elements Connectorτḩβϥ Ϭԁ πᾋϥάρΥπΦϘβ Ϙ̒θ Д̋НϱІϬ βϥ
άρπ ϒχϯϼЄдрϬם☼βϥάρΥπΦϘβʻ 

 

‮   

ІГ˔ЌІϯАФД˔ЕϬ

ϥ 

ESCτ ήϦοΜϥДНϱІ ϬΩ χ τϯА

ФД˔ЕΰϘβʻ 

ІϺар ϳϱиІІϺарϞОАЎḚ χЊТЕϳϴϯχІ

ϺарϬΰϘβʻ 

жЦиϬḚ βϥ жЦиχ ᴥʺῖḊʺ⌡ ϬΰϘβʻ 

ДНϱІϬ⌡ βϥ ESCΤϣ ήϦοΜϥДНϱІϬ⌡ ΰϘβʻ 

⌠ ТϮϱиχзЯ˔Е︡ ʺϜΰΨψʺДНАϽкϽ

χ ῟ᴟϬΰϘβʻ 

ДНϱІτЮАЈ˔ЅϬ

βϥ 

ДНϱІτЮАЈ˔ЅϬ ΰʺЪАФϯАФ ꜘήδ

Ϙβʻ 
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¶ ϯϼЄдр 

 

6.1.6. [ ῐήϦοΜσΜДНϱІ]ЌУ 

Active Directoryχ ῐήϦοΜσΜДНϱІϬᾁ┤ΰϘβ ά̒χṐ Ϭ βϥθϛτψ
ЖЮϱрЀрЕк˔жΥESCτ ήϦοΜϥ ΥΚϤϘβʻ 

 

 
ü [ІϺарᵫ◐]ϬϼзАϼβϥρ A̋Dχ ρESCχ Ϭ ᶓΰʺ
ήϦοΜσΜ Ϭ ꜘΰϘβʻ 

  

‮   

ФкТϮϱиϬ◙ βϥ βϥФкТϮϱиχ  ϬΰϘβʻ 

жЦиϬḚ βϥ жЦиχ ᴥʺῖḊʺ⌡ ϬΰϘβʻ 

ДНϱІϬ⌡ βϥ ESCΤϣ ήϦοΜϥДНϱІϬ⌡ ΰϘβʻ 
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6.2. ДНϱІχЈϺвзГϰ  

ЈϺвзГϰ ˢSecurity Postureψxʺ ΰοΜϥДНϱІρФкТϮϱиϬ ΰʺ
ДНϱІχ ᵲϞṐ Д˔Ќχ ΠΜτνσΥϥ Ϭ ꜘΰϘβʻ 

 

 

ü ᶆ‮ ϬϼзАϼβϥρʺ ΰΜ Ϟ︣ Υ ꜘήϦϘβʻ 
ü ꜘήϦϥ‮ ψ Ⱳ  ήϦϘβʻ 
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6.3. ОАЎḚ  

ήϦοΜσΜOSϞϯФзϾ˔ЄдрχОАЎϬḚ βϥάρΥπΦϘβʻ 

6.3.1. ήϦοΜσΜϯАФД˔Е 

ήϦοΜσΜОАЎχԁ πβʻ 
 

 
 
¶ ϯϼЄдрЮИв˔ 

ОАЎԁ ϬCSVπ πΦϘβʻ 
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¶ ϯАФД˔ЕχϱрІЕ˔и 

άχᵊ ΤϣϯАФД˔ЕϬϱрІЕ˔иβϥάρΥπΦϘβʻ 
 

 
 ΰθΜϯАФД˔ЕτЎϴАϼϬ ϦϘβʻ 

 ϱрІЕ˔иβϥЌϱЬрϽϬ ΰϘβʻ 

ü Windowsχ ›χϙ ⱲϬ ΰοϱрІЕ˔иᴦ πβʻ 
 ϱрІЕ˔иβϥ Ϭ ΰϘβʻ 

ü м˔ϼІГ˔ЄдрʺЂ˔Н˔έρχԁᶧϱрІЕ˔иΥᴦ πβʻ 
ü ϱрІЕ˔иβϥ Ϭᾤ τ βϥάρϜᴦ πβʻζχ ›ʺ[ϯАФД˔Е
βϥДНϱІχ ]ϬϼзАϼῇʺᴞχᵊ Τϣ ДНϱІϬ ΰϘβʻ 

 

  

ᵓ  

ᵒ  

ᵑ  
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6.3.2. ϱрІЕ˔икϽ 

ϱрІЕ˔и ⌠Ϟζχ “ ệϬᶎ βϥάρΥπΦϘβʻ 
 

 
¶ ϯϼЄдрЮИв˔ 

ϱрІЕ˔икϽχԁ ϬCSVπ πΦϘβʻ 
 

 

6.4. ЊТЕϳϴϯйСвГ˔Єдр 

ДНϱІτϱрІЕ˔иήϦοΜϥЊТЕϳϴϯχ ᴣϬ ꜘΰϘβʻ ᴣψ ϼжϳЖזּ
χDBϬ╥ ΰϘβʻ 
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7. ϱЦрЕ 

7.1. ЈϺвзГϰϱЦрЕ 

ᶆДНϱІπ ΰθЈϺвзГϰχϱЦрЕԁ Ϭᶎ πΦϘβʻЈϺвзГϰϱЦрЕ
τψEPPχ ˑσṐ τϢϥᾁ ʺEDRχϱрЄДрЕᵵ Υ ꜘήϦϘβʻ ꜘήδϥ
Ϭ ᾢΰθΜ ›ψʺТϰиЌṐ Ϭ ΰοΨιήΜʻ 

 

 

ü ЈϺвзГϰϱЦрЕχ ṍḧψ ⁭ τӢ ΰϘβʻ 
ʿ7 ה ḧ 
 Ӫʿ6ΤὮ ה
ᴂΥ ה ʿ13ΤὮ 

 

¶ ϯϼЄдрЮИв˔ 

 

Á ЈϺвзГϰϱЦрЕχϵϼІЪ˔Е (JSON) 

ЈϺвзГϰϱЦрЕϬJSONἹ꜠πϵϼІЪ˔ЕΰϘβʻϵϼІЪ˔ЕΰθJSONТϮϱ
иϬϵϼЈиτϱрЪ˔Еβϥ ›τψʺӟᴞχЀЬвИГϰṜⱧϬ╥ ΰοΨιήΜʻ 
 
security events JSONТϮϱиϬMicrosoft ExcelτϱрЪ˔Еβϥ 
  

‮   

ЈϺвзГϰϱЦрЕχϵϼ

ІЪ˔Е (JSON) 

ЈϺвзГϰϱЦрЕϬ JSONἹ꜠πϵϼІЪ˔ЕΰϘ

βʻ 

ḇ ὕ⁮χ   ϳϱиІІϺарϞОАЎḚ χЊТЕϳϴϯχІ

ϺарϬΰϘβʻ 

https://community.withsecure.com/ja/kb/articles/31245-security-events-json%E3%83%95%E3%82%A1%E3%82%A4%E3%83%AB%E3%82%92microsoft-excel%E3%81%AB%E3%82%A4%E3%83%B3%E3%83%9D%E3%83%BC%E3%83%88%E3%81%99%E3%82%8B
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Á ḇ χὕ⁮ 

Elements EPPπЫиϳϴϯσςϬᾁ ΰθ∑τʺ ΰθЮ˔иϯЖйІϒ Ϭβϥ
πβʻ 

 

7.2. Broad Context Detection 

Elements EDRτοᾁ ΰθϱрЄДрЕϬ ꜘΰϘβʻ 

7.2.1. Broad Context Detection 

ᾁ ΰθϱрЄДрЕ (Broad Context Detection : BCD)χԁ πβʻ ꜘήδϥ Ϭ ᾢ
ΰθΜ ›ψʺТϰиЌṐ Ϭ ΰοΨιήΜʻ 
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ü BCDχIDϬϼзАϼβϥάρπ ζ̋χBCDχ ⇔Ϭᶎ βϥάρΥπΦϘβ B̒CD
χᶎ χ▫ σςψʺ Ей˔ИрϽⱢזּ σςϬ╥ ΨιήΜʻ 
 

ü ֒ τΚϥ ЮИв˔το ꜘβϥ‮ Ϭ  βϥάρΥπΦϘβʻ 

 
ü ᾝ∕ ꜘήϦοΜϥᵊ   Ϭ ΰʺⱳᵕΤϣ α Ϭ ꜘήδϥάρΥπΦ
Ϙβʻ 
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7.2.2. ϱЦрЕᾁ┤ 

Elements EDRπ ΰθϱЦрЕϬᾁ┤βϥάρΥπΦϘβʻ ꜘήδϥ Ϭ ᾢΰθ
Μ ›ψʺТϰиЌṐ Ϭ ΰοΨιήΜʻ 

 

ü ᾁ┤ᴦ ṍḧψΩ πᵃẠ7 ḧπβʻ 
 

7.3. ᴂ  

Elements EDRχ[ᴂ ]Ṑ Ϭ πΦϘβ [̒ᴂ ]Ṑ ψϱрЄДрЕйІЪрІχθϛχ
Ṑ πʺТϮϱиχ⌡ ϞЂ˔РІԁ χ︡ σςʺ ˑσṐ Ϭᶨ πΦϘβʻ[ᴂ ]Ṑ
χ ⇔ψʺ Ей˔ИрϽⱢזּ σςϬ╥ ΨιήΜʻ 
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8. ЈϺвзГϰ   

8.1. ФкТϮϱи 

ФкТϮϱиρψʺElements EPPχ χάρπβʻᶆElements EPPϼжϱϯрЕϞ
Elements ConnectorϒФкТϮϱиϬ βϥάρπʺ ϬԁᾕḚ βϥάρΥπΦϘβʻ
ФкТϮϱиχ ‮ χ ⇔σ τνΜοψ Ф̋кТϮϱиᵊ τΚϥ?ЩЌрπᶎ π
ΦϘβʻ 
 

 

 

 

Elements EPPέρτФкТϮϱиϬ⌠ πΦϘβ [̒ФкТϮϱиχ◙ и˔и]πψʺ
ϼжϱϯрЕΥESCτ ήϦθⱲʺϜΰΨψʺϼжϱϯрЕχД˔Ќτ  ΥΚμθⱲ
τʺꜛ τФкТϮϱиϬ βϥάρΥπΦϘβʻ 
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8.1.1. ФкТϮϱиχ⌠  

ṛτФкТϮϱиϬ⌠ βϥ∑τ ΰϘβʻ 
 
˘ [ФкТϮϱиϬ⌠ βϥ]ϬϼзАϼΰϘβʻ 

 

˙ σ Ϭ ΰ [̋ ΰο “]ϬϼзАϼβϥρʺ ṛФкТϮϱиΥ⌠ ή
ϦϘβʻ 

‮   

Windows WindowsϼжϱϯрЕ χФкТϮϱи 

Windows Server WindowsЂ˔Н˔ χФкТϮϱи 

Mac MacϼжϱϯрЕ χФкТϮϱи 

Linux LinuxЂ˔Н˔ χФкТϮϱи 

ЯНϱиДНϱІ Elements Mobile ProtectionχФкТϮϱи 

Connector Elements ConnectorχФкТϮϱи 

ФкТϮϱиχ◙ и˔и ꜛ τФкТϮϱиϬ ήδϥθϛχи˔и 
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ü ФкТϮϱи ψ ‮ πβʻ 
ü ЌϱФϬФиЍϳрЮИв˔Τϣ ΰϘβʻ 
ü τᴂαο ϬṜ∏ΰϘβʻ 
ü ?ЩЌрϬϼзАϼβϥρ ⇔σ Υ ꜘήϦϘβʻ 

 

8.1.2. ФкТϮϱи ‮ χкАϼ 

ФкТϮϱиχ ‮ ψг˔Ѓ˔Υ  πΦσΜϢΞτкАϼβϥάρΥπΦϘβʻ 
 

¶ ФкТϮϱиχкАϼ 

‮ χ֒τΚϥ Ы˔ϼϬϼзАϼβϥάρπʺкАϼ τπΦϘβʻ 

 

¶ ФкТϮϱиχԁᶧкАϼ 

οχ ‮ ϬԁᶧπкАϼβϥάρΥπΦϘβʻ 

 

8.1.3. ФкТϮϱиχϵϼІЪ˔Е / ϱрЪ˔Е 

ФкТϮϱи ϬjsonТϮϱиἹ꜠πϵϼІЪ˔ЕβϥάρΥπΦϘβ ϵ̒ϼІЪ˔Еΰ
θjsonТϮϱиϬϱрЪ˔ЕβϥάρΥπΦϘβʻ 
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8.1.4. ФкТϮϱиχ◙ и˔и 

ϼжϱϯрЕΥ ήϦθ∑τ◙ ήϦϥДТ϶иЕи˔иϞʺϼжϱϯрЕχ Υ  
ήϦθ∑τ ήϦϥФкТϮϱиϬꜛ τ  ΰϘβʻ 

 

¶ ϸІЌЭи˔и 

ΰΜϼжϱϯрЕΥESCτ ήϦθ∑τꜛ τ ήϦϥФкТϮϱиϬὨ βϥ
и˔иπβʻи˔иψ Τϣ τ ᴣήϦʺи˔иΥ› ΰθ∑τζχФкТϮϱиΥ
ήϦϘβʻ 

 

¶ ϸІЌЭи˔иχ⌠  

[ϸІЌЭи˔иϬ ᴥβϥ]ϬϼзАϼΰʺ ΰΜи˔иϬ⌠ βϥάρΥπΦϘβʻ 
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ü и˔и⌠ Ⱳτψӟᴞχ ὯϬ◙ ΰϘβʻ 

 

¶ ДТ϶иЕи˔и 

ϸІЌЭи˔иτ› βϥϜχΥσΜ ›ʺДТ϶иЕи˔иπ◙ ΰθФкТϮϱиΥ
ήϦϘβʻДТ϶иЕи˔иψϼжϱϯрЕЌϱФέρτ◙ πΦϘβʻ◙ ψ[̃ ]Ю
Ив˔Τϣם☼ΰϘβʻ 

 

 

 

‮   

Ὧ › βϥ ὯϬ ΰϘβʻ 

IPv4ʺDNS̋ШІЕ ʺAD OUЫИвϯиʺADχ OU

Бз˔ 

ϼжϱϯрЕЌϱФ χϼжϱϯрЕOSϬ ΰϘβʻ 

Windowsм˔ϼІГ˔ЄдрʺWindowsЂ˔Н˔ʺLin

ux̋Mac 

ФкТϮϱиϬ◙ βϥ βϥФкТϮϱиϬ ΰϘβʻ 

жЦиϬ ᴥβϥ ᵺ и˔иϬ βϥ∑τжЦиϬ ᴥΰϘβʻ 

 τᴂαο ϬṜ∏ΰϘβʻ 
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¶  χ  

ϼжϱϯрЕχ Υ  ήϦθ∑τʺ Ὧρχ ᶓϬם☼ΰꜛ τ βϥФкТϮϱ
иϬ  βϥθϛχṐ πβʻ 

 

 

8.1.5. ФкТϮϱиχϯϼЄдрЮИв˔ 

ФкТϮϱиχ֒τΚϥ[̃ ]ЮИв˔Τϣᶆ ϯϼЄдрϬם“πΦϘβʻ 
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¶ ϯϼЄдрЮИв˔ 

 
Á ФкТϮϱиχ ᶓρ  

˘ ֒χ[̃ ]ЮИв˔Τϣ[ФкТϮϱиχ ᶓρ ]Ϭ ΰϘβʻ 

 

‮   

ФкТϮϱиϬϼк˔рβϥ ⌠ ↄϙχФкТϮϱиρ α χФкТϮϱиϬ⌠

ΰϘβʻ 

ФкТϮϱиϬ⌡  τσμθФкТϮϱиϬ⌡ βϥάρΥπΦϘβʻ 

ФкТϮϱиχ ᶓρ  2νχФкТϮϱиϬ ᶓΰ ζ̋χӸΜϬᶎ βϥάρΥ

πΦϘβʻϘθʺӰσϥФкТϮϱи Ϭԁ Τϣ

ϒЀС˔βϥάρΥπΦϘβʻ 

ˮWindows Server˯ФкТϮ

ϱиτЀС˔βϥ 

WindowsϼжϱϯрЕρ WindowsЂ˔Н˔ḧπФк

ТϮϱиϬЀС˔βϥάρΥπΦϘβʻ 

ФкТϮϱиϬ χϯϸϳр

ЕτЀС˔βϥ 

SoPϞ SePχг˔Ѓ˔ϯϸϳрЕπкϽϱрΰοΜϥ

∑ʺ χḼỘϯϸϳрЕϒФкТϮϱиϬЀС˔βϥά

ρΥπΦϘβʻ 
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˙ ᶓΰθΜФкТϮϱиϬ ΰ[ⱳϒ]ϬϼзАϼΰϘβʻ 

˚ ΥӰσϥ‮ Υ ꜘήϦϘβʻ 

 

ü ԊϬϼзАϼβϥρ ϬЀС˔βϥάρΥπΦϘβʻ 
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8.1.6. ϯϳЕУйϱϼи˔и 

ESCτ ↄϙχϼжϱϯрЕΥ χ Ὧτ› ΰθ ›τ βϥ σФкТϮϱи
πβʻ 

 

 

 

‮   

Ὧ › βϥ ὯϬ ΰϘβʻ 

ᵔὨχEDRϱрЄДрЕʺ῝ẶχϱрЌ˔КАЕ ʺ

ЍϱЗЬАϼзІϼІЀϯ 

ϼжϱϯрЕЌϱФ χϼжϱϯрЕOSϬ ΰϘβʻ 

Windowsм˔ϼІГ˔ЄдрʺWindowsЂ˔Н˔ʺLin

ux̋Mac 

ФкТϮϱиϬ◙ βϥ βϥФкТϮϱиϬ ΰϘβʻ 

жЦиϬ ᴥβϥ ᵺ и˔иϬ βϥ∑τжЦиϬ ᴥΰϘβʻ 

 τᴂαο ϬṜ∏ΰϘβʻ 
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8.2. ꜛ ϯϼЄдр 

Elements EDRτοBCDϬᾁ ΰθ∑χꜛ ᴂ и˔иϬ⌠ ΰϘβʻ ⇔τνΜοψʺ
Ей˔ИрϽⱢזּ σςϬ╥ ΨιήΜʻ 
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9. йЪ˔Е 

ᶆ ϽжТϰϸийЪ˔ЕϬᶎ βϥάρΥπΦϘβʻ 
 

9.1. ЫϱйЪ˔Е 

ϳϰЅϴАЕϬ ᴥΰο ꜘβϥйЪ˔ЕϬϸІЌЫϱЇβϥάρΥπΦϘβʻ 
 

˘ [ϳϰЅϴАЕϬ ᴥ]ϬϼзАϼΰϘβʻ 

 

˙ ϬṜ ΰʺД˔ЌЊ˔ІσςϬ ΰϘβʻ 
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˚ ꜘΰθΜйЪ˔ЕϬβϓο ᴥΰϘβʻ 

 

9.2. Ю˔иρ  

ϸІЌЭйЪ˔ЕϬЮ˔иπ βϥάρΥπΦϘβʻ 
 

˘ [Ю˔ийЪ˔ЕϬ ᴥ]ϬϼзАϼΰϘβʻ 
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˙ йЪ˔Е Ϭ ΰʺД˔ЌЊ˔ІϬ ΰϘβʻ 

 

˚ ГрФй˔ЕϬϬ ΰϘβʻГрФй˔ЕψДНϱІϞЈϺвзГϰϱЦрЕπ
ήϦθРв˔Τϣ ΰϘβʻ 
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˛ ᾠ῎ρІϾЅв˔иϬ ΰϘβʻ 

 

˜ ЌϱЭЋ˔рϬ ΰʺ Ю˔иϯЖйІϬ ΰϘβʻ 

 

9.3. Detection and ResponseχйЪ˔Е 

Elements EDRτḩβϥйЪ˔ЕϬ⌠ βϥάρΥπΦϘβʻ 
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˘ [ІϾЅв˔иϬ ᴥ]ϬϼзАϼΰϘβʻ 

  

˙ йЪ˔Е ʺІϾЅв˔иʺЌϱЭЋ˔рϬ ΰϘβʻ 
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˚ йЪ˔ЕΥ⌠ ήϦϥρЍϳрк˔ЖзрϼΥ⌠ ήϦϘβʻ 

 

9.4. ДНϱІ 

Elements EPPτḩβϥ Ϭᶎ βϥάρΥπΦϘβʻṍḧψʺ ự30 ϜΰΨψ90
Ϭ πΦϘβʻ ꜘήϦοΜϥйЪ˔Еψᵊ Ϝ̋ΰΨψCSVπ βϥάρΥπΦϘβ  ̒
 

 

 

9.5. ЈϺвзГϰϱЦрЕ 

ᵃẠ30 ḧχЈϺвзГϰϱЦрЕχ Ϭᶎ βϥάρΥπΦϘβʻ ꜘήϦοΜϥй
Ъ˔Еψᵊ ʺϜΰΨψCSVπ βϥάρΥπΦϘβʻ 
 

 




















